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Summary: In the present dissertation is proposed a newharésm with three (3)
implementable variations (counting schemes) fordéiection of the most significant
so called Heavy Hitters (flows whose load insidéow-set is very relevant) and or a
group of them.

The mechanisms is to be applied in egress routeuag) it consist in evidencing
every certain period of time (called HCP) what ensidered as the HHs applying
some counting scheme. Moreover, inside each HCHBorse a fix number of

consecutive queue checks separated by a time afiteatvevery check, is count the
number of packets for each of the found flows dedinformation of all those checks
is related by the counting scheme; that informaigoonly valid during one HCP. The
counting schemes are: (1) cumulative, (2) vec®rmiean.

The mechanism is evaluated in a controlled simutascenario in where can be
found TCP and UDP flows with a variety of bit-ratés particular is denoted the
attention to the cumulative scheme which in impletagon considerations shows to
the fastest and less memory consuming of the scheme

In the study was determined that increasing thebaurof queue checks improves the
selection of the HHs by the mechanism; on the daltl, increasing the time interval
between checks has not much effect in the seleciMitere compared the results of
the Cumulative-CS with those offered by the Mean-&% was found that the

performance in finding the most relevant flows Wwaser for the cumulative counting

scheme which is also the fastest and less memasuoaing of the schemes.






Introduction.

Motivations.

The amount of data transfers in the computer ndtsva affected by some
elements like: the evolution of personal computtrs, necessity to create computer
networks that can offer more services for the udesuse such devices and the soft-
ware evolution which each time looks forward toeoffnore flexibility, quality and
interactivity to the users. All of those elementdl Wave as a principal cost the in-

crease of data information to transfer.

By another side, the evolution of communicationwaeks like telephony
and the willing to integrate more and more différ@evices, services and networks in
the minimum variety of networks architectures assilale, has brought all together,
the need to create network infrastructures witkefasansmission data rates. Thus the
development of new services, devices and softwapécations and increase of data
to transfer can be summarized as a sustained s&iieadata rates for the different

types of communications.

In networks like the IP based networks which arekpaswitched, the trans-
mission of information is done by using data-paskeb when regrouping packets
that belong to one communication and that go in sgese (i.e. in a transmitter-re-
ceiver direction) is talked abodfta flows flows that can be identified by informa-
tion found in their conforming packets. Well, themioned flows could take differ-
ent proportions of bandwidth along different sem$ion the network and those sec-
tions could be differently loaded with differentmhbers of flows. For instance the
sections that belong to the core networks could mallions of flows the last mile
sections could hold some hundreds or thousand$owkfeach one representing a

communication.

Consequently, it becomes essential for networkisemproviders and enter-

prise network operators to be able to identify éhtbsws that have anomalous behav-



ior. Indeed such flows could represent a considernatmportion of the traffic that can
potentially represent serious problems in perforreafor the majority of the other
flows: for instance they could create bottleneckportions of the net, or transfer data
speed decreases in the other flows; as a consesjtieiscwill result in low quality
communications, or other words decrease in theativeerformance of the network

due to those flows commonly called Heavy HittersijH

The effective detection of those HHs can lead ®atr mechanisms that
could handle those flows like redirecting them @twork portions that could be less
congested or send some warnings to the sendemplysdiscarding their packets or
maybe activate mechanisms that could disable angaxsh the flows from the very

transmission points.

The present dissertation aims to evaluate a noeehanism for the detec-

tion of Heavy Hitters flows that avoid maintainiagcesive per-flow state.

Context of this work.

This thesis work was done as an internship at theole Nationale
Supérieure des Télécommunications” (ENST) of Pdfignce; in the context of
TIGER, a Celtic project of the Eureka pan-Europ&amework, for industrial and
academic research. TIGER, whose acronym standg égether IP, GMPL and Eth-
ernet Revisionedaims at devising an autonomic and self-managedarktarchitec-
ture based on the above technologies. The workedaim the current thesis consti-
tutes one of the necessary building blocks ford&eelopment of self-managing fea-
tures: indeed, efficient and distributed ways afividuating Heavy Hitter flows (i.e.,
the primary responsible of congestion) are needextder to automate the reaction of
the networking devices (i.e., dynamic flow re-ragtidynamic link resizing, etc.)

More specifically, this dissertation is devotedhe analysis of a novel algo-
rithm that avoid maintaining excesive per-flow stand that is based only on local

and instantaneous information available at a node ¢ounting the number of pack-



ets that active flows have in the queue, numbeactive flows in the queue, queue

length, etc.) that could yield to effective selentof HH flows.

Dissertation Outline

The present section as could be seen containgtifogliiction to this disser-
tation, the general and specific objectives ofgtesent work as well as the methodol-
ogy used.

The first chapter contains the general conceptssinaounds the context of
this work for a better understanding as well ashis¢orical background in the sub-

ject.

The second chapter presents a description of tlel ideavy Hitter Detec-
tion mechanism proposed, it gives a high level weer as well low level details for
it.

The third chapter contains a simulation scenariovivere is evaluated the

mechanism proposed in a wide variety of aspectghén give the respective conclu-

sions.

General Objective

Study existent techniques and/or mechanisms fovyhbater flows detec-
tion in data Networks and propose a novel one ¢hatdetect the most relevant HH
and/or a group of them, evaluate it in a simulaseenario, study and express its
bounds, requirements, and benefits.

Specific Objectives

For the development of this work and accomplishnoéribe general objec-

tive, the principals objectives that where needdoomplish were:

Study, use and comprehension of the Omnetpp siordiam its source code lev-

el, this with the objective of being able to modifie code when necessary in order



to integrate the new code with already written ¢adewell as being able to see its
bounds, and obviously to understand the syntaxqs@g in order to use it to gen-

erate the simulations.

Study the INET Framework, which is a plug-in/exiensof Omnetpp that pro-
vides those network protocols that are not nativeiggrated in Omnetpp and can

help to reproduce more real scenarios to the simuoka

Study of the C++ programming language, which iskiase language in which the

Omnetpp code is written.

Research of documentation about throughput meagpara heavy hitters detec-

tion and related information to this work.

Study and use of some tools normally included mukidistributions like gnuplot,
awk, grep, octave, shell scripts, etc, necessagutomate some simulations and

analyze, modify, rearrange and show the data aadaimthem.

Creation of algorithms and modules to detect thetmelevant heavy hitter flow

or/and a group of them inside a flow set.

Generation of a simulation scenario that can helméasure the capabilities of the

written algorithms.

Methodology:
First Phase

The first phase was constituted by the group okgarstudies and informa-
tion recompilation for the C++ language, the Ompetpnulator and its INET frame-

work, and the research of background informatiomeavy hitters detections.

Second Phase
Initial design of the modules and algorithms fag ttetection of the most rel-
evant heavy hitter, creation of testing programgnsure that those algorithms are

working properly as well as the respective debuglibbf them; use and learning of



the Linux tools already mentioned in the specitigectives, to manage the data ob-

tained.

Third Phase
Corresponds to creation of the scenario in whickagte the HH detection

mechanism.

Fourth Phase.

Corresponds to forward modifications of the HH data code and genera-
tion of new ideas for it, based on the resultshefprevious phases, this feedback be-
tween the last three phases is done to detect engproblems and in order to toni-

fy the detection HHs machine.

Fifth Phase.
Results analysis and presentation of them in thegmt written report.



1 Chapter 1
Context Information
1.1 Basic Concepts

1.1.1 The Internet.

Normally is said that the terinternetrefers to all the networks that cooper-
ate to form a seamless network for their collectigers using for it the Internet Pro-
tocol IP (which will be briefly explain later) this includiederal, regional, campus
and a big variety of different networks. Moreoversmon as some non IP-networks
providers realized its potential, they wanted ti@iotheir services to their clientele, so
they developed methods for connecting with thisnBRwork (for example: using
somegatewaydor it, or even using other protocols that aresabltransport IP). Thus
in practice the compose of all this networks is whactually “commonly” more re-

ferred as the Internet. [10]

For what concerns the business model, it has rowreer, a president or a
Chief Executive Officer (CEQ), in other words thésenot a single authority figure

for the Internet as a whole, but their constituggtivorks may have their CEOs.

Similarly no one pays for the Internet, there's anotinternet corporation that
collects fees from all the Internet networks userproviders. Instead every one pays
for their part, this is, networks are created aedde how to connect themselves. For
instance a school pays for its Internet conneditosome regional network which in

turns pays to a national provider for its access.

For what concerns more closely the technical aspélt Internert is the
largest existing packet switched network, whereata gpacket refers to a self con-
tained independent entity of data composed bagibgltwo logical entities, the head-
er or Protocol Control Information (PCI) and theyload.The first entity contains the

information that can make that the packets canrdmesinitted in a packet switched

6



network (is thus relevant for the network appargusuch as routers) and the second
entity refers to the real message to be transmitteds relevant for users and/or their

applications). [18]

The IP protocol refers to a connection-less (thjstidoes not requires the
setup of a virtual connection between a sourceaaddstination for transporting the
information) and unreliable (it is not ensured ttla information sent will arrive to

its destination or that it will be not duplicatetBta-oriented protocol.

The IP protocol is used for packets routing in gdakvitched networks; in
other words packets or datagrams are used to trati@rinformation which are rout-
ed independently. As a completing comment, datagsathe most commonly used

term for packets when taking about this protocol.

The IP protocol does not corrects errors in datagrdut it can discard those
packets in which errors are found using a checkseich in its header, it can support
fragmentation of packets, usually useful when pastirough networks in which the

maximum transfer unit size of the packets are difie

1.1.2 The Best-Effort

Is a classification of low priority network trafficsed especially in the Inter-
net [17]; it consists in that some some user/appba starts sending a data flow over
a network (without needing a permission beforegmaitting), and this flow has to do
its best effort to arrive to the destiny.

Since in different portions of the network the bardth is shared differently
by different flows, the original flow needs to take own proportion of bandwidth at
each portion of the network; the objective is tiat flow arrives to the destiny with-
out being a priority for it some delay or loosesaijuence or lost of datagrams. In
simple words the objective is that the flow arriteshe final destiny at any price and

that it can do it as soon as possible.



Best effort services can exist at various layerh@lSO/OSI model. For ex-
ample, whereas IP is a network layer protocol, UDR transport layer protocol and

Ethernet and HDLC (high level data link control¢ aata link layer protocols.

In the case of the IP Best Effort is in effect agoigm that has been tremen-
dously successful in supporting data applicatiohs:dow days, but there are many
that think that the present Internet architectwesdnot provides and/or will not pro-
vide enough support for the so-called real-timeliappons in future. For example
applications for audio and video [2], so there £s@mme architectures that can per-

form reservation of resources like IntServ and $xffv (sections 1.1.4.1 and 1.1.4.2).

1.1.3 Transport Protocols Used:

The simulations realized in the present work useeawork layer the IP pro-
tocol and as transport layers the TCP and UDP potgo

1.1.3.1 UDP

TheUser Datagram Protocoldefined in RFC768; refers to a simple connec-
tion-less and unreliable protocol that provides tipldxing/de-multiplexing to the

service application layer.

Some of the principal characteristics of the UDRrmxtions is that it has
not a native-control mechanism for reducing or éasing its packets sending fre-
guency in the case of packets loosing, it doesoffets packet retransmission; it is
message-based, this is, it moves complete mesfageshe application to the net-

work layer and its transmission speed is normakytighest as possible (best effort).

Typical applications that run over UDP are streamultimedia (like music

and videos) and Internet telephony.

1132 TCP

The Transmission Control Protocpinitially defined in RFC793; refers to a

reliable and connection oriented transport layetqmol, that unlike UDP retransmits

8



the packets that have been lost in the networit, the connections are established by
the three way handshake protocol, it is streamdyageich means that the data is sent

to the application with no particular structure].19

At the source host, TCP buffers the incoming byteghe sending applica-
tion, they are sent to the network layer when ilae sf the buffer has reached the

MSS (maximum segment size) or after the expiradiom time out (TO).

The TCP checks that no bytes are corrupted by wsitigecksum, if an error
is verified is considered as packet loss, it imm@ata two mechanisms to control the
rate of the transmitted streamfiow control’ and congestion control’the first one
limits the sending rate in order to prevent overflat the receiver’s buffer, and the
second prevents network congestion by reducingémeling rate after indication of
packet loss.

The first release or version of TCP was nariathoeand implemented a
very simple congestion control algorithm, that viaé briefly explained [6]: the con-
gestion window sizecwnd denotes the maximum number of unacknowledged seg-
ments that the sender can tolerate before transgdtnew segment. During the ini-
tial phase calledslow start, its value is increased by one for each acknogheent
(ACK) received. This results in exponential growfhthe congestion window. When
‘cwnd exceeds a thresholdssthresh the server enters into thecongestion
avoidence phase, during whichcwnd is increased by one for each window of
‘cwnd’ segments acknowledged. Each TCP segment sen¢ t@dkiver triggers the
start of a TO, which is canceled upon receptiothefpositive ACK for this segment.
The TO expiration is used to indicate that a sedrhas been lost, in that case, the
server reenters thelow start’'phase withcwnd equal to 1 and “ssthresh’ equal to its
half. Because of the linear increase of the comgestindow size during congestion
avoidance and its sharp decrease upon the expiratia TO, TCP congestion algo-
rithm is often called an "Additive Increase Muligative Decrease’ algorithm. Must
be said that there exist some been other versioh€P like Reno, NewReno, Vegas,
Hybla, BIC, etc. DiffServ-[6]-[14]



TCP Reno [14] which is normally the most widely dseow days, imple-
ments thefast retransmitthat allows immediate retransmission of thougigsl seg-
ment when three duplicate ACKs are received betioeerespective TO expires and
the fast recoverywhich avoids to enter in the Slow Start phase nvjust a segment
has been lost, so if three consecutive ACKs ofdfime segment are received the
“ssthreshis the half of the minimum betweeewnd and rwnd and thecwnd =
ssthresh +3is retransmitted the lost segment and start®agat the slow start style
(cwnd=cwnd+1 for each ACK received in sequenceijl antives the ACK that con-
firms that the old lost packet was received, tbend = ssthresland starts a grow at
the congestion avoidance style (cwnd=cwnd+1/cwrrdech ACK received in se-

guence).

TCP supports many of the Internet's most populafiegion protocols and
resulting applications, including the World Wide bye-mail (SMTP), File Transfer
Protocol and Secure Shell.

1.1.4 Quality of Service QoS).

To overcome the Best Effort limitations, a numbeamhitectures have been

proposed in the attempt to guarantee a QualityeofiSe (QoS).

QoS is in fact an overused term with various megsiand perspectives, it
has been defined in the RFC2386 [16] as a setroiceerequirements to be met by
the network while transporting a flow from its soeito its destination. In the case of
packet-switched networks the QoS is often accegdesl measure of the service quali-
ty that the network offers to the application/userserms of delay, jitter, available
bandwidth and packet loss [3], some times thoseirements are achievable with re-
source reservation. In some cases can be usedrtheQ@oS as the ability to reserve
resources, but other times can be associated wéhprovisioning, so then the term
can take that meaning also. In cases like teleplitoogmprises all the aspects of a

connection, such as time to provide service, egbme quality, loss, reliability, so
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different applications have different QoS requiraetse¢hat can be normally expressed

as parameters.

Many services models and mechanisms have beengaopgo meet the de-
mand for QoS, some of them are IntServ/RSVP, DiifSeaffic engineering, MPLS;
must be said that the best effort model offerdygaior QoS, it does not guarantees
any Quality of Service, there are not guaranteekeiay, jitters, out of sequence pack-
ets, packets loss. Best effort can only produceesanstable QoS if are used over-

provisioning mechanisms in light loaded networks.

As a remark, is important to say that there isabsolute QoS possible to be
introduced by looking only at the networking sitbecause as a general rule all the
connections are subject to physics. For instancenangy brake-out can disable net-
work connections, damaged network devices can kéigaistion of networks or intro-
duce delays to network flows, natural catastropghes could affect in any way the
network. In other words there is not an absolutelrarism that can ensure 100%

QoS for connections since all is subject to physics

1.1.4.1 Integrated Services (IntServ)

Is an architecture proposed in 1994 at the RFC183[3 that looks forward
to add QoS to the Internet, the idea is to offealtdhe services hat run over it QoS
aspects similar to those found on the old teleph®hys can be assigned if necessary
a delay constraint, bandwidth, and assured corviigcto existent calls, having now
as analogy that those calls are now flow strearasdb not necessarily are only for

telephonic call purposes.

Its principal characteristic (and its principal stnint), is that every single
flow is treated independently (is flow-related)e thows state information is spread in
the network, not only at the end systems but dsocbmplaint routers must be able
to reserve resources to ensure the connectivitys The complexity of the network

components and overhead form signaling grows.
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The admission control mechanism must acceptedt far the Reservation
Protocol (RSVP) [1], it can be briefly describedttwan example; imagine that a

client wants to download a file from a server:

The receiver “client’ communicates with the senderver’ (in a way not specified

by the standard) that wants a file.

The sender sends a PATH message that will arriibdaeceiver; this message
contains the traffic specificatiofspec (i.e, constant bit rateCBR) and creates a

path for the connection.

If the receiver accepts it responds with a resengRESV) message which con-
tains the resources specificatidRspec’to be reserved (i.e. bit rate of 4kbps and
max delay of 0.01ms); this message will pass byst#me path of the PATH mes-
sage but in backward direction, and the nodesahitise to accept or deny the re-
guest depending of their reservation resourcesbdées and if all the Rspec can

be satisfied (i.e., delay).

If accepted by all the nodes the file transmisgrom the sender can start, other-
wise the node that does not accept the RESV messagks an error message to

the receiver.

IntServ offers two service class&suaranteed ServicandControlled load
the first one corresponds to the acceptance ava iflits traffic requirements can be
completely assured during the connectivity of tloavf(i.e. delay, minimum band-
width); for the second one there is not delay gua& and the resources reservation

needed can be adapted to a minimum.

There are some drawbacks about this architectneeas already said is that
the complexity of the routers grows (due to RSV®Pwell as the information to be
handled by them which increases linearly with tbenher of flows having as a direct
consequence that the scalability is affected. Agotlawback is that the majority of

flows will be for short connections like for webadwsing, which will imply a big
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overhead caused by signaling therefore the netwerformance perceived by the ap-

plications will be deteriorated, especially if latg for the flows is concerned. [13]

1.1.4.2 Differentiated Services (DiffServ)

Is an architecture that as IntServ looks forwarchtamduce QoS to the inter-
net, its principal difference with the last onethat it does not keep state information

for each of the flows, but it can keep it for agges of flows.

Those aggregates of flows are grouped by classeaft€, and the QoS pa-
rameters can be different for each of the aggreg#teis different quality can be as-
sured for the them but not for single flows. Consayly DiffServ is not as granular
as IntServ, but it does not need to reserve ressudor each flow and it does not nec-

essary needs an admission control mechanism.

This architectures reuses the Type Of Service (Ty® of the IPv.4 packet
header and renames it as Differentiated Servicgdl FIDS Field) which is divided in
DS Code Point (DSCP) of 4bits and the Explicit Gestgpn Notification (ECN) of 2
bits. The DSCP offers 64 combinations and eachobtigem can represent a different
class of traffic, from them there are 8 combinaitimat are compatible with the old
ToS of Ipv.4, they will represent the Class Sele€ode Point.

For the different classes of traffic can be dediggalifferent Per Hop Be-
haviors (PHBSs), that refer to different treatmeaitsng the network that can be done
to the packets belonging to a PHB class; normally loe configured a maximum of
64 PHBs using the different markings of DSCP, mtld be used more if is enabled
multi-field classification on the packets. The mused PHBs are the predefined: (1)
The Expedited Forwarding (EF), (2) The Assured Foding (AF), (3) The Class
Selector and (4pefault PHB. The (1) EF PHB has the characteristicow delay,
low loss and low jitter, these characteristics sugable for voice, video and other
real-time services or for inter-industry communigat The AF (2) allows the
operator to provide assurance of delivery as Iatha traffic does not exceed some

subscribed rate, after it its traffic has a biggesbability of having packets drops if
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congestion occurs. The class selector (3) refeteeservice of the old ToS of IP as
already mentioned, and Default PHB (4) is for lefkirt traffic.

This architecture can separate providers and grofipstwork devices using
the concept of domains; a DS domain is formed Imgigoous set of DS nodes imple-
menting a common set of PHB already set up by toeiger. The marking of the
packets is done at the edges of the domain, beeedtpes those routers that are com-
pliant with this architecture and can communicait wifferent DS domains and not

DS complaint domains.

When a costumer wants to belongs to a specific &8aih, he must do a
Service Level Agreement (SLA) with his service pdev, there will be specified the
traffic class wanted or Service Level Specificat{®.S), and the Traffic Condition-
ing Agreement (TCA) that refers to the Traffic Caimhing (TC) to which the traffic
generated by him will be restricted to. SLAs carebmblished too between different
DS peering domains, this way can be cre@&lRegionsso a network of different
DS domains can be established and can be offeidoesnd connection services to

any of the networks elements between those domains.

The TC is done by a shaper and a policer, the shapé the side of the gen-
erating traffic element (costumer), and the poliaethe service provider side. The
shaper tries to givehapeto the traffic stream generated by the user santbe con-
formed to the SLS (for instance a maximum bit réh@t could be achieved with a
leaky bucket mechanism). And the policer whichtisha provider side ensures that
the traffic generated by the user is inside itstBnotherwise some action can be tak-

en like remarking the packets and increasing them tirop probability. [13]

For more details about this architecture can ba seee of the next RFCs:
RFC2474, RFC2475, RFC2597, RFC3246.

1.1.5 Definition for Heavy Hitter (HH)

As will be mentioned in the chapter 19, there afferént types of heavy hit-
ters. Can be said for the present context, thatladarresponds to a individual flow
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which associated load (in terms of bytes or pagkessde of a flow-set is bigger than
a proportion of the accumulated load of all thevfleet in a determinate period of

time.
Another concepts of Heavy Hitters in the literatisre

“A heavy hitter is an entity which accounts forledst a proportion
of the total activity measured in terms of numbgbits, packets,

connections, etc”. [5]

1.1.6 Heavy Hitters and the QoS.

Irrespectively of the QoS architecture, users gelherate traffic flows, some
of these will be the so called Heavy Hitters. Lgpeculate on the importance of the
HH detection in the different QoS architecturedyedescribed.

In the IntServ architecture, the problem of deterthe heavy hitters would
be reduced as much that it could be considerechammim problem; initially because
its admission control mechanism is flow-relatedu3fas an starting point, any new
flow must be accepted by the nodes on the netwovkhiere it will cross with the re-
sources it declares to consume. Then if any ofethusdes considers that the re-
sources are upon a limit the flow is simply not &ted by the admission control; as a

consequence this heavy hitter will not exist.

By another side, if the flow belongs for instancetlte service clas€on-
trolled load,is possible that in periods of time it can use ntesources that what he
initially declares it could consume. Then the floan be easily detected as a heavy
hitter and could be taken some action if it whezeassary; since the architecture as

already said is flow-related and can keep per-itate information.

At the same time, IntServ has not been widely degmloand likely never

will. So, HH maybe will still a relevant problem tan other contexts.

In the Differentiated services architecture theedhg heavy hitters problem

takes a wider range to the one treated in thisediation due to its characteristic of
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treating flow aggregates differently. The problehiHél detection in DiffServ is com-

plicated by the fact that flows may have differeglaitive priorities: as such, a HH of
high-priority class should be treated differentlyhwespect to a HH of a lower priori-
ty class.

Thus should be enabled different methodologieseat teach aggregate dif-
ferently or should be used a methodology that ctlcdxpandable enough to detect
the heavy hitters in the different aggregates, emethose aggregates that use a Per

Hop Behavior defined by the network provider.

It must be took into consideration that a flow thas some traffic character-
istics that could be considered a HH inside anegae cannot be necessarily a HH
in another aggregate, this as an intrinsic redutise architecture in which the differ-
ent aggregates have differgmtiorities. Thus flows that could have similar traffic
characteristics in some period of time could bateé differently by the network. Ad-
ditionally the allowance of network resources fdloav of an aggregate can be differ-
ent to the allowance for another flow who is in moestricted aggregate; all depends

in the SLA in which the flows are subject to.

In the traditional Best Effort Internet, all th@#s have the same priority to
cross over the network and their behavior is cdietioprincipally by the protocols
they are subject to along the net. When taking ahowend-to-end flow that crosses
over different networks providers, in some of teviders, the priority factor could
be included if the flow packets are encapsulated tire flow is inserted in aggre-
gates of flows that have less priority; but as sttmy pass those transit sections they
will have the same priorities as the other flows. (ihe section of a network called the

last mile).

The problem of detecting the HHs in this case (Hg#trt) can be said as
more homogeneous, because all the flows have the paority. Then must be only
found those flows that stand out on the othersgusome criteria. For instance, the
ones that take more bandwidth over some threshold.
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In the actuality what makes principally the be$oefinternet architecture to
be more used, spread, supported and developed aytaerthe one that will be more
used in many years to come is just that its aajuadle of total utility is really pre-
dominant over the complexity necessary to makeattohitecture work. Thus the

grade of utility versus complexity is actually nbat high as in DiffServ or IntServ.

1.2 Related Work

For the process of tracking the heavy hitters cammientioned a variety of
works, some of them will be mentioned and brieftplained in this section in order
to get a vision of prior works into the subject. $flbe said that in order to get deeper

details than the given in this section the refeesrghould be viewed.

One of the most trivial ways if not the most simfdedetect the HHs is to
sample all the packets that arrives to a node tarnve a per flow count on bits or
packets for all the flows. Then from this countetetine which flows have the bigger
proportions of the node or link usage; the probigith this approach is scalability

and that is not efficient in the use of computagiaciesources.

1.2.1 Sample and Hold

Is based on packets sampling, so if a packet igpkahand the flow it be-
longs to has no entry in the memory, a new entty g created; that entry is a
counter held in a hash table, and it will lastradtiinterval period. The particularity is
that not all the fluxes are added, because theepsoof adding a new flux is done
with some probability, but after a flux has a nevirg all the packets that belong to
that flux are counted. In summary sample and holdhts all the packets after an en-

try of a given flux is created. [7]

1.2.2 Mono-stage and Multistage Filters

A stage is a table of counters that are indexed hgsh function that com-

putes a packet flow ID, so all the packets of thee flow are hashed to the same
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counter, in this way can be put a threshold of nemdf packets for a flux. If the
threshold is surpassed the flux is consideredlesagy hitter, is important to say that

every counter is increased every time a packed leing hashed in it.

But because the number of counters that can bedaflas normally smaller
than the number of flows, many flows could be mapmethe same counter assigned

to a larger flux and could be taken as false passti

To reduce the number of false positives is propaksedise of parallel or se-
rial multistage filters. In the case of parallelhfeh is considered by the paper’s au-
thor as the best), every stage has an independshtfinction and every packet flow
ID is mapped to all the parallel stages, at thimp@nly the fluxes that surpasses all

of the stages thresholds are considered as hetegshi

For example in a dual stage parallel filter, fliaxfW is hashed in counter 4
of the first stage and 7 of the second stage amtinth counters count is bigger than a
threshold, this flux is considered as heavy hitiethe contrary if a flux R is hashed
in the counters 4 and 3 of the two stages respgtiand the counter 3 of the second
stage does not surpasses the threshold, therukis fnot considered as heavy hitters

and is ignored. [7]

1.2.3 Runs bAsed Traffic Estimator (RATE)

Is based in the idea of sampling a small portiorthef arriving traffic to a
node being selective and sampling more frequehtsge flows that have a larger pro-
portion of the traffic, to achieve this objective &ounted the two-runs. Is said that a
flow has a two run, if two consecutive samples bglto that flow, the sampling not
necessarily has to be for consecutive packets, daeybe sampled with some proba-

bility, in this way small flow sources have low pedbility to get two runs.

The information of the flows that achieve those twns is saved in a Two-
run Count Table (TCT), which contains the numbetwaf runs for each flow that has
had a two run. Is used a register that will hold kst flow-ID sampled, if the next
sample has a different flow-ID the register is dymeset, if the ID is the same the
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register will be reset too but the two run counttfee flux will be inserted/updated in
the TCT. For instance a four flow sequence like ABBC will have two two- runs
for the flow B, and a sequence as ADDDBC, will havdy one two-run for the flow

D, therefore the detection of two runs is a regaines process. [9]

1.2.4 Accel-RATE

Is a work based in RATE that looks forward to impgats performance, the
idea is to uniformly hash the incoming streams Ktouckets or sub-streams and per-
form a two run count on each bucket, the princtpadet with this modification is to
improve the estimation time used to detect the HHiwrespect to RATE, doing for
it a trade off between memory and processing pa@esus estimation time, because

of that this scheme needs more memory and progepsiner than RATE.

This speed up is basically a result that each fbowesponds to a bigger
fraction of its assigned sub-stream that in the @dsa unique sub-stream and there-
fore the probability to obtain two runs is biggkan in the case of RATE. As a char-
acteristic of the model each sub-stream has arciassd two-run register, and there is

a common TCT table for all the sub-streams. [8]

1.2.5 Hierarchical and Multidimensional Heavy Hitters

In this work the authors expand the concept of aafH say that it does not
necessarily has to be just one individual flowgcanh be an aggregation of multiple
flows/connections that share some property, an piaof property could be the hier-
archy so that will be a “Hierarchical HH". For iasice IP addresses can be organized
into hierarchy according to prefixes, so could dentify all a group of IP address as
HH if they surpass some threshold in a node barnl wtilization. In this work the
authors mention like another property the dimensidrich will involve the combina-
tion of different protocols layers, like the comdiiions of IP addresses and port num-

bers which will represent a bi-dimensional flow. $fllbe said that in the present dis-
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sertation is treated the problem of bi-dimensicaad mono-hierarchical heavy hit-
ters. [5]
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2 Chapter 2

Heavy Hitter Selection Mechanism

In this chapter will be described the approach pseqd for the detection of
the most significant so called Heavy Hitters (flowkose load inside a flow-set is
very relevant) and/ or a group of them.

The mechanism is to be applied in queues (i.e erootitgoing queues), it
does not , it should be triggered when in the qeuehere is to be applied) is found
some activity enough to accumulate packets insidie. ¢f the queue is empty or
closely empty, the mechanism is unable to makevahg conclusion about the HHs
flows. Thus should be taken into considerationrttean queue length per periods of
time, and enable the mechanism when it overpasses &ctivation threshold” and

disabling it when it underpasses some “deactivatioeshold”.

In the figure 2.1 is exemplified the activation aehctivation of the model
in time; in particular the horizontal axis repretsetne time and the vertical axis the
mean queue length. In the figure, the growing pk¢mplifies the evolution of the
mean queue lengthnd the horizontal plots represent the threshimidthe activation
and deactivation of the mechanism. There is notrgiany values in the figure be-

cause is only a representation.

Activation/Deactivation Of Mechanism

(‘—/—:ivation
Threshold

e~ Deactivation
/ Threshold
P

Time

A

Mean Queue Length

Figure 2.1 Mechanism Activation/Deactivation
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In the section 2.1, is initially found a high lemler-view of the methodolo-
gy, in the section 2.2 are explained the countetemes proposed and in the section

2.3 are introduced some of the low level detaitslie mechanism.

2.1 Mechanism Overview

Is recalled, that the aim of the present workoibé able to identify the flows
that generates the most of the traffic. To do ke, implemented method measures
some instantaneous properties of the queue. Thieperntes are observed (sampled)
a number of times, then the HH selection deciseomade; In this section is over

viewed the general selection process and is deféis@valuation to the chapter 3.

The general idea is to determine the number ofgtacknd/or bytes of every
flow that can be found “inside” of the queue at samstant of time. Then in another
time instant is repeated the same process; thissnéa determine again the number
of packets of every flow found in the queue foefaccumulating somehow that tak-
en information with the information taken in theepedent interval (accumulation
done using the counting scheme, section 2.2). Cuoesely is given relevance to
those flows that according to the counting scheraet®e most relevants. Is like tak-
ing “shapshots” of the flows that exist in the geeavery certain time interval and
color the flows that persist and are more poweafuidording to the counting scheme

during some number of consecutive intervals.

When doing a check or “snapshot” of the flows ia fueue, what is really
done is to save in some memory the flow informattoat will identify each different
flow and that allows to count how many packets flo has had in the queue at that
instant. The flow-1D could depend in the impleméiota as an instance could be a
hash number that hashes the identifying informatibthe flow as the usual form of

the 3"-tuple (IP-source, IP-destination, source-Port,tidason-Port, IP-protocol-
type).
As a note and general concepgshingrepresents the action of mapping

some object (string or concatenation of strings ramabers) by using laash function
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into another string/number normally smaller in lmgusually with the intention of
being able to identify some characteristic of thmiginal object. The hash function

should be injective to avoid that two differentvite have the same hashing value.

Lets callCheck Queue Time Interv@CQTI) to the period of time between
two consecutive “snapshots” and dalaximum Crossing Queue Laten@CQL) to
the time taken for a packet of maximum segment @#8S) to cross a completely
loaded queue from the moment of its arrival tik tinoment it leaves the queue. Fur-
thermore, the queue is of such a type, that itesepackets with a First In First Out
(FIFO) scheme and all the packets inside of itthfdSS length.

Has to be said that whesaving the flow information to the mempis/being
referred to the action of adding to the memoryoavffecord (or simply record) that
contains the flow-ID and some scalars or vectopédeing on the counting scheme)
that accumulates the information of the given fldlat “memory” can be seen as a

Indexed list that will be calledCheck-List where the key is given by the flow-ID.

Two checking times will be consideredconsecutiv if in the time between
them is not erased the memory that keeps the iafioom collected from the flows.
Each of the checks that are consecutive will be alledhistorical consecutive
check, because the accumulation of them takes in coratida a historical behavior

of the queue.

Thenumber of consecutive Historical che (NHchks) will be argued in the
simulations to be done at chapt,, but as a basic rule to have a minimum of histori

cal accumulated behavior at least two consecuheeks should be applied.

After a given number of consecutive historical dtzeall the information of
the flow-IDs already saved including the informatisaved by the counting scheme
will be erase.dThen will start a newgroup of consecutive checltgat will add to the
memory each detected flow-ID and associate itse@s counting scheme informa-
tion that will accumulated at each of the conseeutihecks. A new flow-ID with its
respective associated counting scheme informasi@aalded to the memory of flows if

at least in one of the consecutive checks this flaehad a packet in the queue.
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Every period of time in which is erased the memaryhe historical checks
will be calledhistorical checks perioHCP). This period of time is an entire multi-

ple of the CQTI and separates as already said taugpg of consecutive checks.
In the figure 2.2 is exemplified the checking ps;an order to have a gen-
eral and easier vision of the model. In fact trereetwo sub-figures, (a) and (b).

(a)

SN N S

__ - - 2*CQTI t
=={CQTI|== —==] s |z

Updates Decision

ﬁ@l wumm,

QTI|-=: >| HCP=4*CQT!| t
Figure 2.2 Checking Process

Lets take talk about the sub-figure (b), in itsihontal axis is represented
the time and the small arrows that are perpendit¢althat axis represents the histori-
cal checking instants in time. Note that the digetbf the checking instant arrows is
not the same, the majority of the arrows point awhthe time axis and the others
point in the backward direction, they will be reésup anddown-arrowsrespective-
ly.

Each of the small arrows represent a check of tieeigg and accumulation of
the historical information. The down-arrow has oman difference respect to the up-
arrow and is that after the respective check iedsrerased the memory associated to
the flow-IDs and their historical information. Tleéore, when using the concept of
consecutive checks sequence of down-arrow:up-arrow are not fromstree group
of consecutive checks, but the sequences up-aroevm:Girrow and up-arrow:up-ar-

row are from the same consecutive check group.

24



The time between any of the consecutive small arsathe CQTI (check
gueue time interval), and the time between two eomsve down-arrows is the HCP
(historical checks period), period which in thiddigure (b) is four times longer than
the CQTI time and in the sub-figure (a) is twoésrlonger than the CQTI.

In practice, after every group of consecutive ckegkin other words after
every HCP, will be shown or highlighted those flot&at according to counting
scheme where the most relevants --the decisiomaving as idea that those flows
should be the heavy hitters; this is in fact on¢hef principal objectives that will be
studied in the simulations, that is to know whishthe proportion of cases in which
those highlighted flows are really the HHs thatsearched.

2.2 The Counting Scheme (CS)

The information to be taken from the flows and weey of taking that infc-r
mation could be different and can give differerformation and lead to different re-
sults. As an instance could be enough to counntimeber of packets of each of the
flows at the historical checking queue instantsf thill indicate the persistence of
packets of the flows.

By another side counting the bytes of packets aust& just the number of
packets could lead to selection of flows who amlyemore incident in the flow
throughput and consequently in the proportion affit they take when passing
through a queue. Furthermore, if all the packetetihe same size as will be in our
studding case for simplicity, the results of bothys will be the same, and will be

easier and faster to implement just to count thaber of packets.

The counting schemes proposed are:
Cumulative-CS

Mean-CS

Cumulative Vector-CS
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In all the counting schemes will be used two Imte is the “Check-List”
which is indexed and will be used in each histdrateeck, and the other list is the
“HHs-List” which is of length N (fix natural numbers of type sorted and will be
used in the last historical check of a HCP. Inlists are saved records containing the

information of the flows with a format specifiedtime CS.

The general idea is that in the Check-List is aadated the information at
each historical check and in the HHs-List is sathedinformation of the most rele-
vant flows (according to the CS) inside the Cheddt-at the last historical check of a
HCP.

Is recommended to first refer to the CumulativeseStion which develops
the easiest CS and introduces concepts that witetaken in the other CS sections

but with less details.

2.2.1 Cumulative Counting Scheme

The idea in this CS is just to keep a logical dtrees or data-record that will
be composed by two values, one is the flow-ID dneddther is an scalar. Each record
will be associated to only one detected flow dutimg consecutive historical checks

and will be kept an order of relevance for thosmres.

The mentioned scalar will accumulate the numbgramkets that have been
detected in the queue in different consecutive kihgctimes and at the same time
keep the value that gives the order or relevancehiem. Relevance or importance
given by sorting them with the simple idea of geeatumber goes first, this means
for instance if a flow-ID has accumulated in twasecutive historical checks a num-
ber of 20 packets it will have more importance tane other flow-ID that have ac-

cumulated 10 packets in the same group of consecciiecks.

This records are regrouped in a indexed list (CHast), being the key for
each record: the flow-ID and which will be usedaihof the historical checks. The

idea with the indexed list, is to be able to fouhdse flow-IDs rapidly enough to up-
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date the information of their accumulated packetthe queue, and of course also at

each consecutive historical check to the queue.

At the end of each HCP the most relevant flows qetiog to the scheme)
are saved in a second and smaller sorted listngitheN (HHs-List), the idea is that
this list should contain the first N flows that leathe highest throughput in the HCP
and that can be considered as HHs. According t€thrulative-CS (as already said),
the most relevant flows will be those that in cuative have had more packets in all

the historical checks.

The criteria to insert the most relevant flowshe HHs-List is to do as max-
imum N scans to the Check-List and found the flows, that have had accumulated
more packets in all the checks of the HCP. A fasan consist in looking in the
Check-List to the flow-record with highest cumuthteackets, then a next scan will
look at the next flow-record with more accumulapetkets (the next flow in rele-
vance), and like this successively till the N scaresdone in the case that there are at

least N flows in the Check-List.

As a general comment, remember that at the endeoHCP —this is, after
the scans are done--, the Check List must be edhfirethe first historical check of
the next HCP, and the information of the HHs-Lisistnbe erased before the end of
the next HCP in where will be re-utilized.

In the figure2.2 below, is exemplified the idea of this CS in a way inieth
the same queue is checked in two consecutive liatahecks (NHchk=2). For the
time t=t, the queue is checked by its first time, thereasthe information of the
flows and how many packets for each of them. Fettitne t=tis got the information
of the queue at that instant and is accumulatekl et of the last check, and as the
cumulative-CS determines their values are accumdldthen N scans are done to the
Check-List, and are saved in the HHs-List the nidmelevant flows of the HCP ac-

cording to the present. CS.
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NHchk=2, N=3.

check-instant= t,__ check-instant= Tt
DA |A|IO O|olajo|ala
¢ getting flow-I1D information ¢
Indexed Check-List Indexed Check-List
Flow-1D P IERCn= 1D il
i-1
O 1 “accumulate O =
. > information” N 243
(- 2 T 2+0

/ = z

HHs-List with N=3

Indexed Check-List

Flow-1D P_.+P, —— Flow-1D P_+P,
O 3 Scan in
Check-List AN >
PaN 5 with '®) =
ca > destiny
the HHs- (== >
o 1 List

Figure 2.3 Cumulative-Counting Scheme Example

2.2.1.1 Alternative Idea for the Cumulative-CS

A different solution that could be applied, busltould be studied because it
has not been test yet with this counting schemte &pply the concept of two-runs

[see chaptel.2.q].

The idea is that instead of counting the numbepaxfkets for each of the
flows must be counted the number of two-runs. Wienéng a two-run would refer
in this case to sample with some “order or sequeaheepackets inside the queue and

that two consecutive sampled packets will belontdpéosame flow-ID.

Moreover, has to be said that the exprestwo consecutive samp does
not necessarily means that the two packets arly @aisecutive inside the queue, it
means that in the order in which the packets whanepled two of those consecutive
samples taken in that specific order have the siomelD; the order of sampling
could be aleatory but it must not take as a sam@ame packet two times and must

select all the packets of the queue at a checkistgmt.
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2.2.1.2 Memory Requirement

Holding to the Cumulative-CS proposed in the sec8®.1, will be shown

the memory than could be necessary at the implatienttime.

Lets callS to the memory associated to any of the scalastegi that will be
associated to the flowEID to the memory associated to any of the regiskextswill
keep temporally the flow-IDVIQL to the maximum number of packets the queue can
hold at some instant of timdlHchks to the number of historical consecutive checks

done before the memory is erased B the maximum length of the HHs-List.

The maximum amount of memory that can be requinethé worst case,
which is when the queue is in every consecutivelcla its maximum capacity and

every flow has just one packet in the queue is shiovthe formula 1.

MaxMemory=(FID + S)x MQLx NHchks+ N x(FID + S) (1)

The formula 2 indicates the maximum number of défe flows that could

be handled by the current model.

MaxNumFlow= MQL X NHchks )

The number of flows expressed in the formula 2 dagsndicates the maxi-
mum number of flows that can pass through the queeeause in the time interval
between two consecutive checks could pass somefsaitiat belong to others flows

who where not detected in the checking instants.

Besides, the not detection of flows normally hagpédnthe time between
those two checks (CQTI) is considerably bigger tenmaximum crossing queue la-
tency (MCQL); so to avoid that some considerabfermation could be lost some
trade off must be done with the time between twasecutive historical checks, this

issue will be argued in the chapter 3.

Moreover, the characteristic of not detecting evilaw that passes through
the queue, is what makes possible that the mechahe®es not keeps state informa-

tion of every flow.
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A forward note about the formula 2 is that if theahanism checks that
number of different flows the results given by itush not be considered; because it
will mean that every checked flow has only one paaccumulated in the Check-
List, so there is not possible way to select calyebe most relevant flow.

2.2.1.3 Enhancement for the memory use

Following this scheme some reductions for the mgntoruse could be
done, like decreasing the total memory used inGheck-List to a portion of it with
Hk<l”.

In normal circumstances the queue should not bits dbp of capacity for
long periods of time, and if that case happens gustwrite in those memory loca-
tions where are found those flow-IDs whose assediabunters have small values;
for instance those flow-IDs that only have one gackill be substituted with those
that have more. Consequently must be introducddga“f’ that for instance is acti-
vated in those flow-IDs whose number of accumulat@ckets are smaller than a giv-

en number X. Then the formula 1 is rewritten ia fbrmula 3.

Memory=(FID + S+ f )x NHchksxk + NX(FID+S+ f); where: k<1 3)

2.2.2 Mean Counting Scheme

The Mean-CS uses two lists, the Check-List andHHs-List; as in the cu-

mulative-CS the information gathered belongs oolgrie HCP.

On this CS the lists records are composed by fiekss: (1) flow-ID, (2) an
integer scalar for checked packets cali@@ (checked packets) and (3) a floating
point scalar for the historical mean calleg” “(mean). Note: remember that the
Check-List is used at each historical check andHiHs-List is used in the last histori-

cal check at the end of each HCP.

The relevance in this CS is given to those flow®\whve the highest values
inside theu-scalar, thus the relevance is given to the flows Wave the highest mean

of counted packets in the historical check periods.
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The idea is that at each historical check is acdatad the number of pack-
ets found in the queue using the CP-scalar .--Nb&:CP-scalar does not accumu-
lates the number of the packets with other hisébgbecks as is done in the Cumula-
tive-CS--. Then in th@-scalar is saved the on-line mean of the packetsk&d dur-
ing the historical checks; in other words {rscalar uses the information of the CP-
scalar at each historical check and calculateat¢heal mean, for it is used the formu-
la 4.

p; +=(ChckPktst+ i _))/i @)
In that formulap; represents the mean for the actual check, whileepre-
sents the mean for the last check, the expresdimtkPktgepresents the number of
count packets for a given flow in the present lmistd check andi® represents a nat-

ural number that starts from 1 and that holds taler of the checks done for that

flow.

Important remark: th@-scalar is not equal to the cumulative of the ptcke
in all the historical checks divided by NHchks @iobumber of the historical checks)
for a given flow; because the mean value is caledlérom the first historical check
in where the flow is found till the end of the HOPonsequently the number of his-
torical checks in where the mean packets are cdkuliifor a flow can be less than the
NHchks in a HCP.

The remark of the last paragraph is an importdiférgince with the Cumula-
tive-CS, in where the mean packets for a given flowot necessarily equal to the cu-
mulative of the packets during all the historiclaécks divided by NHchks, otherwise
the results of the two CSs will be the same. Tlif#¢reénce is the motivation of this
CS, in order to see if there is an important acagatof considering more or less his-

torical checks for each flow.

After the last historical check the Check-List masned at maximum N
times in order to detect at maximum the first Nsioecords with the highest value in
thep-scalar. Then those flow-records are saved in the-Hbt and they are supposed
to be the most relevant flows for this CS during lidst HCP.
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In the figure 2.4, is exemplified the idea of td$ in a way in which the
same queue is checked in two consecutive histarteatks (NHchk=2) inside a HCP.

For the time tst the queue is checked by the first time, theretdlge information of

the flows, the number of packets for each flowasesl in the CP-scalars and the

mean starts to be accumulated in ghecalars. For the time {36 got the information
of the queue at that instant, the number of padketsach flow in this check is saved
in the CP-scalars and in thescalars is accumulated the mean of the packétfor(a
the flows that are already in the list the meanihesmation from the last check; (b)
for the flow with hexagon flow-ID (which was fourny first time in this check) the
mean is only for the actual check and does not itatkecount that there was a check
before. Then N scans are done to the Check-List,a@@ saved in the HHs-List the

more N relevant flows of the HCP according to thespnt CS .

NHchk=2, N=3.

check-instant= ¢t __ check-instant= ¢t
DA A|O O|olajolala
¢ getting flow-ID information ¢

Indexed Check-List at t=t,

Flow-1D (11 CPa
o 1.0 i i
N 2.0 2
La 2.0 2

-

Indexed Check-List at t=t,

Flow-1D v CPa
O 1.5 2
A 2.5 3
o 1.0 o
o 1.0 1

HHs-List with N=3, t=t,

Flow-ID (5] CPa
PaN 2.5 3
é 1.5 2
. 1.0 (o]

List

CPa= Checked
Packets in historical

check.

Scan in the Check-List
with destiny the HHs-

p= Mean Packets.

Figure 2.4 Mean-CS Example

2.2.2.1 Memory Requirement

In this scheme the memory requirement has manyagieal with the require-

ment for the Cumulative-CS, the essential diffeecig that were introduced two
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scalars instead of one for each of the recordsoaedof such scalars is of type float

point number.

Lets callM, the memory associated to the scalar that holdsiden values
for each of the records aiS to the scalars that hold the counted packetsialsach
of the records. Using additionally the same tersisnachaptei2.2.1.2; the memory

requirement in the worst case which is when thaiguge completely loaded is:

Memory=(FID + S+M )x NHchks + NX(FID+S+M) )

Similar enhancements to the memory can be donethi&eroposed in the
cumulative-CS (see section 2.2.1.3) and the memecgssary could be rewritten like

in the formula 6.

Memory=(FID +S+M + f )X NHchksxk + NX(FID+S+M + f) ©)
where: k<1

2.2.3 Vector Counting Scheme

In this CS the idea is to keep an special reccaitl ¢bntains the flow-ID and
an N-dimensional vector, this vector could be fatance bi-dimensional, by so each
element of the vector is composed by two varialdes, variable indicates the check-
ing instant and the other indicates the numberagkets for a flow found inside the

gueue for the respective checking instant.

The maximum length of those vectors is determinethb NHchks, so there
must be a limit in consecutive queue historicalc&ise otherwise becomes difficult to
handle such vector. Each of the vectors plus tbw-fD represents a record so the
Check-List contains now a vector for each flow esgntation and the HHs-List can

contain for instance only the Flow-ID of the maslewant flows.

The relevance can be given to the flows in diffengays; for instance give
relevance to the flows that have in one partichlatorical check the highest number
of packets, or that in mean have more packetdyairibh cumulative have it. The ad-
vantage of this CS is that is kept all the inforioatof the flows evolution in time
during the HCP.
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The real good point of this counting scheme is #aaally it can “draw” the
behavior of the flows, so can be known how is clrangn time the incidence of a
specific flow in the queue. Moreover, a result eeging an historical track of the
consecutive checks like in this scheme can helgetected anomalous behavior at

any flow if that were the objective.

One of the anomalous behaviors this counting moadigld help to figure out
in a easier and faster way than the Cumulatives&8tijon 2.2.1], is for instance the
detection ofmisbehaving flowswhich refers to those flows that exceed theirudép
tion bandwidth limits [4]. The detection of suchtygpe of flows can be possible
thanks to that ability of this CS in keeping a digttrack of the flows behavior. Obvi-
ously can only be talked about the existence afkmd of flows in those network ar-
chitectures that offer some QoS and establish sange of bandwidth or data rate to

the flows.

For the preset work, is used the Best Effort Irdgrovhich does not establish
such ranges for the flows, as a consequence theatbestic (detection of such
flows) offered by this counting model does not esent an outstanding advantage re-
spect to the others, what it could show is thetingss of the flows in different time

instants.

This CS could be very good for keeping informatiwhen monitoring the
flows, in order to give some detailed informatitnf that is not the objective in this
dissertation. The model that is wanted to be use#isl to be implemented in some
fast element of a network as a router, and notglaimy detail monitoring, so the ob-
jective is to reduce the memory, the processinggramd time to detect the HHs as
much as possible. In this manner keeping a vettooianting for flows packets and
adding the detection of anomalous behaviors becamuiesf the scope, that's why this

scheme will not be forwardly studied in this disagon.

The figure 2.5, shows an example of how the infitected from a bi-dimen-
sional counting vector could be used to descrileebshavior of a flow during some

time interval.
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Figure 2.5 Behavior of some flow in time
In detail for the mentioned figure, the verticalisashows the number of
packets counted for a generic flow in some checkasgant given by the horizontal
axis; what this says is that the information kepthe bi-dimensional vector can re-

generate the behavior of the flow in time.

2.2.3.1 Memory Requirement

In this scheme the memory requirement has somegiralwith the require-
ment for the other schemes, the essential differénthat N dimensional vectors are
kept for every single flow. Consequently a problesii be the scalability, because
handling the vectorial information for each flowcbenes very difficult in term of re-

sources, speed and processing power if the nunfiblemes grows.

Lets call V the dimension of the vector, lets suggpthat each of the N ~le
ments of the dimension use the same memory andéetee NHchks be the mi-xi
mum length of the vector, using the same terms abaptei2.2.1.2; the memory re-
guirement in the worst case which is when the quewempletely loaded is repre-

sented in the formula 7.
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Memory=(V X NHchksx P+ FID ) x NHchks< MQL %)

2.3 Low Level Details

In the last sections were given some low levelitielike the memory use in
the counting schemes. In this section, will be giverther details about how the
mechanism works, some recommendations for the mmgiéation and some the rea-

sons the selection of the lists.

2.3.1 Instant-checking or snapshot

In this work the idea is to analyze by simulatitine mechanism being pro-
posed, not actually getting into truly deep detallamplementation, so the instant

checking can be actually done in the presentediations.

Nevertheless, in real life the instant-checkingndrbe as an idealistic as a
“snapshot” in which the time is “frozen” and theecking of the packets is done.
Moreover, the erase of the memory associated to-lilzs after the HCP could only
be done after the queue is completely checked lamd fare treated as the counting
scheme asks; so the implementation of the schepends on hardware capabilities.
For the instant-checking will be recommended the ofnetwork processorshat
could keep an on-line processing of the arrivingkpés.

With the network processor the idea could be: ifietite flow-IDs of the
packets during/before they are served out of theuguso packets will still arrive to
the queue and packets are served out of the queee @oing the checking. Cor-se
guently all the processing of the counting schearele done after all the packets are
checked, then can be shown which are the flowsateasupposed to be the HHs. As
an example of the ideal checking, can be viewedigjuee 2.€ in where is represented
a queue with packets inside in different situatjistsis compared an ideal checking

of the queue with a more realistic one.

In the situations for the figur2.€, the queue has packets with some flow-

IDs, and is shown that in an ideal checking of geue all the packets are simply
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checked in that instant; but in the more real sibma is possible that even while
packets are being checked new packets arrive tqueee and that the checked f-ack
ets are being served. Consequently, there mustdst packet to check in the realistic
gueue checking, to avoid to check packets thatodd@@&ong to the checking instant.

More Realistic Queue checking

t=checking-Instant t=checking-Instant+ At
— - O A @A —- Al OLA
IN Out IN Out

T Arriving Pack:t T
Last Packet To Check Last Packet To Check

Ideal Queue checking Legend

t=checking-Instant EI Not Checked Packet

with flowlD “ <"

- = Checked or being
&g out Q checked packet
u with flowID “ "

All packets checked at t time
the checking-instant

Figure 2.6 More realistic queue checking

Another idea that could kappliec for the checking and that can be actually
fast and simple, but not very “smart” in the wayusing memory: is to copy all the
packets headers in a memory that acts like a paglieue and then check all the
packets. That idea is more like the “snapshot”, tmalybe is not necessarily very
smart because it will represent a waste on menesgurces. Thus for this case will
be needed a trade-off basically in performancevaitid the cost of the memory s-lit

able for this process.

2.3.2 Counting Packets

The counting packe part of any counting scheme during a historicaogh

or snap shot can be showed in the flowchart ofr&2.2. In that flow chart is shown
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that the flow-IDs are inserted into the Check-List, that will be scanned later in-or
der to insert in the HHs-List the flows that hadreneelevance according to the- re
spective CS. The figure also indicates that eviemg & packet is found it is actualized
the record that represents a flow in the Check-last if the flow is not in the list
then is added a record for it, then (not showetfliiomchart) when there are not more

packets to check, the scanning of the Check-Listtrha done.

| Start of Historical Check .
| Pckts_to_check= Queue_Length(); I

» |While (Pckts_to_check 1=0) |-=

/Iow—lb =IldOfPacketCheckedInQueue( )/

Record= new Record();
Record.ld=Flow-ID;
Record.Update_Info();
Insert Record in Check-List;
Pckts_to_check--;

is this Flow-ID
on the Check-List?

Record=getRecordFromlList(Flow-ID)
Record.Update_Info();
Pckts_to_check--;

Figure 2.7 Flow-chart of a Historical Check
In the same figure the method “ldOfPacketToCheak@dkue()” gets the
flow-1D of the being checked packet, the methodRpzordFromList(flow-ID)” gets
the record in the Check-List given a flow-ID, timethod“Upadate_Info()” adds and

updates the information of the record accordinthécounting scheme.

2.3.3 Per flow state information

In order to simplify the analysis as already sa@svehosen to count the
packets instead of the packets bytes in the cogistthemes. Lets suppose that all the

packets in a queue have the same size; so in arcagech a queue is nearly or com-
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pletely loaded for periods of time significantlynlger than the queue's CQTI, a value
for CQTI as small as its MCQL will be equivalentitave a per flow and/or per pack-
et state information. Such a type of state inforomais a consequence that every
packet that gets into the queue will be checkedh €@T]I, thus will be used a big
amount of memory and processing power to keeghatl information which is basi-

cally what is not wanted.

As an instance that the mechanism for HHs deteghimposed does not
keeps all the state information even when CQTIqgaae to MCQL.: is thaif the
qgueue is not fully loadetbr the most of the time just a portion of the lgats that
cross the queue will be checked. Only a portiorabse many packets will cross the
gueue in a interval of time smaller than the CQid & instant of times that have no
coincidence with the moments of the queue checkréfbre it is likely probable that
flows that are conformed by a couple of packet$ nat be detected and no memory
or processing power will be used to keep that gsal&ormation. By another side as
the CQTI does not necessarily has to be as sm#tleaBICQL not every packet will
be checked at the checking instant even if the guig@almost completely loaded for
periods of time bigger than the CQTI. Consequecsly be said that the mechanism
proposed does not keeps a per flow state informaticall the flows in the network,

it just keeps information of the check flows.

2.3.4 The Lists

As we have already said, the HHs detection mecihranises two lists: the
Check-List which is indexed and HHs-List which & mdexed.

The Check-List should be indexed because that kintist is the fastest
when looking at specific records and not simplykiag at the records randomly, con-
sequently there can be useful in the historicatkbén where at every packet check
the list should be accessed. As a general comrienindexed lists can decrease the

mean access time to any specific record than dmer type of list due to the fact that
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its records are ordered by some key and not by twogitent, so is not necessary to

look at the content of every record.

The HHs list has been chosen as not indexed bi#tadss sorted by its con-
tents, being the sorting element the scalar thegsgielevance to a given flow accord-
ing to the CS (i.e. in the Mean-CS the sorting @eiis theu-scalar). The idea is that
the most relevant flow-records (according to thg &® kept at the top of that list so

then they can be easily accessed.

2.3.5 Computational Complexity.

When is done the last check of a HCP to a queaeCtireck-List is scanned
at maximum N times in order to find the first N mhoslevant flows on that period ac-
cording to the CS. In fact was chosen to “scan” aodto “sort” that list in order to

save time, memory and processing power.

In the case of sorting the records of the Checkil be needed an opera-
tional complexity ofO(F?) where F is the length of the list, that complgxstreached
for instance with the “bubble-sort” algorithm, ibud be used other algorithms like
the “quick-start” which has on average an operati@omplexity ofO(F)logF, but in

the worst-case it can reach a quadratic @(€?). [11]

By another side if the list is simply scanned tadfthe most relevant flow,
the operational complexity will be simp@®(F) which is linear. If by instance the list
is scanned two additional times in order to find ttrext two most relevant flows the
complexity added will be O(F-1) and O(F-2), beihg total complexity equal t®
(F)+ O(F-1)+ O(F-2) which will be approximate8O(F) and is still linear, thus it
depends in the number of elements and can be tewatsO(F). Consequently for N

scans the complexity is linear and equaD{(&).

As a result was selected to do scans for N elenodritee Check-List instead
of sorting it because the complexity is linear lve first case while in the second is
guadratic. Remember that more complexity means mmoeeand processing power is

needed in order to obtain the wanted results.
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2.3.6 Floating Point vs Integer numbers

In the the Cumulative-CS is used an integer sdal@ount the packets and
to give the relevance to the flows, meanwhile i@ Mean-CS exists additionally a
floating point scalar that gives relevance to tbes.

Using integer numbers is usually recommended apasiag floating point
numbers in terms of speed; in fact when using ifigapoint numbers and doing for
instance a division of two floating point numbetfse amount of operations and time
needed is more than for example an addition of itveger numbers. Consequently
considerations must be taken when implementingtban-CS, like advantages re-

spect to the Cumulative-CS, those details will toglied in the section 3.

2.3.7 Over-Measuring

Is important to mention that the CQTI of a queuancd be very small, it
should have a minimum value that is at least etuatls MCQL in order to avoid
over-measuring. For instance if some queue is bbaddts maximum capacity and
the CQTI is smaller than the time it takes to theuwg to serve the last packet inside
of it then that last packet could be taken intostderation two or more times depend-
ing in the CQTI. Thus that over-measuring can leadnexpected results as a conse-
guence that the packet will be reconsidered monedithat what it should, heading

maybe to exalt a flow that does not really has aayrpackets in the queue checks.
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3 Chapter 3

Performance Evaluation.

In this chapter will be evaluated the performanictne HHs detection mech-
anism using for it a simulation scenario. To welblarstand this chapter must be un-
derstood how is the HHs selection mechanism [ch&dtp As a general overview in
the sections from 3.1 to 3.3 are described theachanistics of the simulation scenario
while in the section 3.4 is evaluated the HHs maidma performance, and finally in

the section 3.5, are compared the different cogrgghemes proposed.

3.1 Presentation of the simulation scenario

The simulation scenario to be presented looks fahw@test the behavior of
the mechanism of HHs detection shown in this diaien in a situation where can be
found a group of flows of type TCP/IP, UDP/IP. Tnarpose is that in the scenario
can be seen and studied as many characteristipesagole for all the flows and/or
connections in order to take some conclusions ath@ufunctionality of the mecha-

nism.

Some of those characteristics can be listed:

Identification of the flows along the different seas of the network.
Identification of the packets and flows in the ge®u

Detection of flows throughput when they are crag$mugh the queues.
Discarded packets of the flows in the queue aral lost packets.

Life duration of the flows.

Relative position of flows mean throughput andansineous respect to the rest of

flows.

In particular for the most part of this chapterfaeus out the attention to the

Cumulative-CS, who showed to be the fastest ansl tesmory consuming of the
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schemes as was expressed in the chapter 2, ir¢hiers3.5 at page 80 is compared

for this simulation scenario the performance ofdhferent counting schemes.

Has to be said that the throughput associatedfimiawhen it arrives to a
gueue can be different to the goodput that effetticrosses the queue. The differ-
ence throughput-goodput occurs when the queue ngpletely loaded in different
time instants and packets are discarded. Consdysamhe packets are able to pass
through the queue but others are simply lost, thesthroughput and goodput for a

given queue can be different.

Part of the study will be focused in the behavibrone particular queue
which can be found inside of a router that is ceddsy traffic flowing in a single di-
rection. Moreover, that router routes IP traffiattitomes from different sources and
different inputs of it and that are directed to siane output link; therefore the traffic

must pass by the same outgoing queue of the mewticouter.

The figure 3.1 depicts the actual simulation sdenan it, the computers that
conforms the simulation model are separated invto rhain groups, one will be the
group of servers at the left side of the figure #melother one the group of the clients

at the right side.
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Figure 3.1 Simulation Network
In the same figure can be seen 5 servers thaofiglt services based on TCP
and UDP transport layer protocols, each of theeseris directly connected to the
router (who will be named as R1) by mean of diffiedinks; these servers offer one

service at a time based on UDP and one or moré&ssriiased on TCP at a time.

The intention is to have different TCP/UDP flowsngeted from the
servers, and that the different servers will offeare TCP based services following a
geometric progression based in the number of theeseThe progression iV |
where 1”7 is the number of the actual server (for instanttes Server3 can offer

2°'=4 TCP based flows services, and Server5 can offéfa® based flows ser-

vices).

The two clients machines are called Odd-Client Bedn-Client, in order
that the odd TCP flows in each of the servers belldirected to the Odd-Client and
each of the even TCP flows will be directed to Bwen-Client. Additionally the odd
numerated servers will have their UDP based seooc@ected to the Odd-Client and

the same analogy with the even numerated serversngtance for the server4 which
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can have 8 TCP based services, the TCP flows3,, Bwill be directed to the Odd-
Client and the 2, 4, 6, 8 will be directed to theeE-Client and as this server is even
numerated “4” its UDP based service will be dirdoigth the Even-Client.

The TCP flows corresponds to HTTP and FTP servicenections, most of
them of type FTP in which long files (i.e. 200 M&k transferred from the servers to
the clients. The referred connections are restavedy time they die, in other words
after one TCP connection is finished another thlttake its place will start in some
aleatory based in a uniform distribution functidrhe switching between FTP and
HTTP depends in actual size of the file to transdeze that is thrown by a exponen-
tial distribution at each new TCP flow restart. Tidea with such TPC flows is that
for most of the time they should be alive and tnaitting data. In the table 3.1 is
summarized the values and type of distribution deethe TCP flows.
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Table 3.1.1 TCP flows principal parameters

Parameter Distribution Type Value
File Length to Transfer Exponential Mean: 250 MB.
Connection Restart Timg Uniform Range: 1-5 secondp

The UDP flows will corresponds to services thateofaudio and/or video
streaming from the servers to the clients, theyodrgpe Constant Bit Rate (CBR).
The rate associated to each of the UDP flows weilth®e capacity of the link that con-
nects the router R1 with the respective serverddwiby the number of total flows
that go out of the respective server (in the figdukerate of the UDP flows is indicat-
ed asUDP, and the capacity of the links that connect theenoR1 with the servers is
indicated a<C2) . For instance for the Server4 the rate assignéde UDP flow will
be the link capacity divided by nine (9), from wheight (8) are TCP flows and one
(1) is UDP; see the table 3.1.3.2 at page 49,ntains the specific bit rates assigned

to all the stream services originated by the server

Lets call from now on Qeuel to that outgoing queue of the router R1 that is
directly associated with the link that binds thatess R1 and R2. The Queuel will be
the principal point of focus during this simulatistudy because inside of it will cross
the most substantial part of traffic in the simigiatand of course because the method

presented for HHs detection must be applied ineugu

3.1.1 Some reasons for the scenario configuration

The separation of the two main group, the “groupeters” and “group of
clients” was done with the objective that the diéeask for the services they want
from the servers and the servers transmit allitifatmation requested by the clients.
Consequently, all the traffic that goes from sesverclients will go in the same di-
rection and will cross the same link that connectder R1 and R2. Additionally all
the servers-to-clients traffic will cross the saoutput queue of the router R1 (queue
found in the figure 3.1 which is put outside of tioaiter to remark it as a principal

point of focus in the simulation study).
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Similarly but in contrary direction all the traffihat goes from clients-to-
servers will cross the same link that connectsersuR1 and R2 and will cross one
same output queue for the router R2, traffic maadystituted by ACKs from TCP,
so the reverse direction is not overloaded.

The distribution of even and odd for the flows dfkn and Odd for the
clients was done with the idea of distributing tbad of the servers in a more or less
equal mode for the clients, and with the idea thattwo clients have traffic from at

least four of the servers.

That specific organization of the UDP and TCP ourgdlows from each of
the servers was done with the intention that intwgon in where all the flows are
alive, each one of them can take approximatelysime proportion of bit rate. Obvi-
ously, each of the UDP flows will do as much assgue to have their specified bit
rate, while the TCP will try to adapt their traftic the available bandwidth due to its
TCP-Reno algorithm which is the one used in theulation (to see some details of
this algorithm see chapter 1.1.3.2 at page 8).

3.1.2 Flows Identification

In the present chapter, at different moments velhnlecessary to make refer-
ence to some specific flows, thus in order to idgthem will be presented a num-
bering system used to name or identify them, théniification will be also called
flow-ID.

A good flow-ID for the UDP and TCP flows could bet3-tuple composed
by (IP- Source, IP-Destination, Source-Port, Desgtom-Port, IP-Protocol Type) but
for simplicity was chosen that each different floas a different Source-Port; there-

fore theSource-Pornumber was selected as the flow-ID.

The numbering system for the flows-IDs is explaimect: Given a certain
flow-ID, in order to know if its an UDP flow and iorder to know to which server it
belongs to, can be used a simple rule based odigvthe flow-ID by 1000. Like this
all the UDP flows have and ID that is a perfect tiplé of 1000 (which means that
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the quotient is an entire number and the remirglegual to 0) and the Server-ID they
belong to, is directly the quotient. For instatice flow with ID= 2000 represents a
UDP flow that belongs to the Server2, and the flB&#4000 is represents an UDP

flow that was generated by the Server4.

To identify if the flow-ID belongs to a TCP flowhé analysis is similar but
based in that the reminder is not O when dividimgftow-1D by 1000. Thus the Serv
er-ID is given by the quotient but the specificdbthe TCP flow inside all the TCP
flows generated by the server is based in the @eniof the division. For instance if
the flow-ID is 4003 then when divided by 1000 theotent is 4 which means it -)e
longs to the Server4 and the reminder is 3 whiclanmads the ™ TCP flow of that

Server4.

3.1.3 Detailed parameter selection

The links that connects the servers with the reuaed clients have different
capacities and delays; in the figure 3.1 at pageh®idelays are identified as D1, D2,
D3 and the link capacities as C1 and C2.

The table 3.1.3.1 shows details of those links]itiies can be identified with
the two network elements they are connected to “Reuterl & Router2” refers to
the links that connect those routers); ServerXadatdis any of the servers like Serverl

or Server2, etc.

Table 3.1.3.1 Links Capacities

Link that connects Link Capacity Link delay
ServerX & Routerl 2.1 Mbps 10 ms
Routerl & Router2 10 Mbps 0.1 ms
Router2 & Odd-Client 10 Mbps 0.1 ms
Router2 & Even-Client 10 Mbps 0.2 ms

In the simulation, was fixed theaximum queue lengthof any queue to
100 packets.All the packets that conform any of the flows withve the same size

which is equal to 1MB, as a direct consequenceM@®L for the Queuel which
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serves packets at 10Mbps will 82.92 ms that time fixes the minimum check queue
time interval (CQT]I) to have the same value in ortdeavoid over-measuring of the

packets inside the queue as commented in the chapfage.

In the table 3.1.3.2 is shown the assigned bit agsociated to the stream
services that use UDP flows for each of the serardsthe ideal bit-rates felachthe

TCP flows that come out of a server.

Table 3.1.3.2 Servers UDP and TCP Streams Bit Rate

Server UDP flow assigned bit rate TCP flowsideal bit-rate
1 1.05 Mbps 1.05 Mbps
2 700 kbps 700 kbps
3 420 kbps 420 kbps
4 233 kbps 233 kbps
5 124 kbps 124 kbps

The TCP flows generated from the servers will deirtilvest effort to take
their proportion of bandwidth, that will be in thest case the most equal as possible
to their UDP counterpart generated by the sameeséas was shown in the table).
Obviously all the TCP flows cannot have the samadibadth because there exists a
bottle neck formed in Queuel, bottleneck createzhlrge the queuel can serve at
maximum 10Mbps and in some time instants the agiviraffic can be up to
10,5Mbps.

Some reasons for the selected parameter values

The different delays assigned to the links thatneats the Odd-Client and
Even-Client with the router R2 will affect the Ralifirip Time (RTT) of the flows
associated to links giving different circumstantethe TCP flows that are connected
to the Odd or the Even-Client, another reason as thfferent delays also help to

avoid flows synchronization.

For instance if two TCP flows from the same sestart their connections

with 3ms of difference and the are directed toeddht clients, as the connection with
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the Odd-Client will offer a smaller RTT its TCP Wacould result benefited and could
in fact take a bigger rate than its counterparusrare given different circumstances

to the flows, circumstances that are common irrd¢laélife connections.

We wanted that the traffic that arrives to the Quieaould even be in some
time instants equal to 10,5Mbps exceeding theidréfican serve which is 10Mbps.
The intention of this traffic excess is that thee@el can actually have enough traffic
to be able to accumulate packets in the queueresoreated conditions in where the

mechanism can effectively be tested.

Is known that the TCP traffic will try to adaptetsto avoid that its packets
can be lost, consequently the mean traffic to sénwehe queue will not surpass
10Mbps in mean (which is the capacity C1). Besitlesre will be enough bursty traf-
fic in different time instants to make that the @e& can accumulate packets.

In circumstances in where there is not burstyitraff that the traffic to serve
is so small that the queue associated is in the ofdke time empty, the mechanism
cannot effectively work to detect the HHs as a egugnce that there are not enough
packets to be checked in order to take some cadnaokusls in this circumstances in
where is convenient to have a threshold enginedaatbe able to enable or disable

the HHs detection mechanism as explained in thpteha.

3.2 Flows behavior in the simulation scenario

Before any results study, we will be show whichihe theoretical behavior
of the flows that come out of the servers in thevoek and cross the router R1 in or-

der to better understand what are the expectatiorise results.

Each of the flows that comes out of the serversbearegrouped into groups
that belongs to the server that generate theminsStance the flows that are generated
by to the Server3 belong to the group3, the samdhf® flows generated by the
ServerN belong to the groupN.
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That mentioned organization of flows with differdst rates (that decrease
sequentially when going in increasing directiontive number of the ID for the
servers, this is Serverl, Server2... ServerN)oredvith the intention that can be sys-
tematically seen how is the behavior of the gratpsughputs. Thus for instance the
principal HHs that should be found could belong niikgly to the groupl and not to
the group5, otherwise the mechanism should notdo&ing properly.

In order to keep a history track of the flows thgbput that arrive to the
Queuel during the simulation and in order to avwoidoose any information, was
kept track of all the packets that cross the Quengdlonly in the checking instants
but also during all the simulation time. Then af®ery historical check period was
saved into a table the mean throughput of eacheoflows, an example of that table
can be found at table 3.4.1.1.

Finally the behavior of the flows during the sintida respect the expected
theoretical value can be seen in the figure 3.2cwtshows the incoming mean
throughput of the flows that cross Queuel durihgha&l simulation. In specific in the
vertical axis of that figure is shown the mean tigtgput and in the horizontal axis is
shown a number that can help to identify the fldwe, plot identified agExpectedep-
resents the theoretical expected value of the ntwanighput for each of the flows.

The vertical plotted lines where drown to make exaie distinction of the groups.
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See the section 3.2.1 to know how to read the botat axis. In the 3.2
graph can be seen that all the UDP flows of eaclumreffectively take as mean
throughput numerical values that are really appnate to their expected theoretical
bit rate which is shown in the plot with the titlEExpected”. Moreover, for the same
graph, the rest of the TCP flows for each of theugrof flows, have similar values of
mean throughput, similar also to their expectednbtical value that in cumulative

cannot be bigger than the maximum traffic servethlbyqueue which is 10Mbps.

As a general remark the last figure tell us thatftbws are behaving as ex-

pected, so the analysis with this flows can becéffely continue.

3.2.1 Reading the horizontal axis of plots

In order to understand how to read the horizontd af the figure referred
can be taken as example the figure 3.2; shouldakentinto consideration that the
numbering system given to the flows in the graghthé same as the found in the fig-

ure 3.1 at page 44.

In order to identify any desired flow and be alles¢e its respective value in

the vertical axis, the graph should be read in sgpeeific way:

The flows are separated in groups where each drag@ style of plot (i.e. Dotted
lines, continuous line, etc.) and represents thedlthat come out from one specif-

ic server that has the same ID-number of the group.

The first flow of each group is the UDP flow of theoup, therefore the flows that
have numbers 1, 3, 6, 11, 20 in the horizontal akibe graph are UDP.

All TCP flows of each group keep their original geqce after the UDP flow of
the same group; so for instance if is wanted th&'GP flow of the Group4, is
found first the UDP flow of the Group4 which hasg tiumber 11 in the graph, and
then is seen the third flow from it, which has thenber 14 in the graph.
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Another help in order to identify the groups are W#ertical lines plotted in the fig-
ures like the found in the figure 3.2, those vaitlmes can help to visually be able

to separate the groups and easily detect the URW fl

3.3 Parameters to study in the model

In this chapter we will present only one simulatsmenario, which is the one
that was depicted in the figure 3.1, but will beds¢d different simulation executions
for that scenario. Therefore some parameters wilthanged for each of the simula-
tions scenarios that will affect the behavior o# tHHs detection model but will not
actually modify the behavior of the flows or conti@es and or services. The behav-
ior of the connections will keep the same critersapnly the HHs detection model
that will actually work differently with those pareters; this with the objective of
evaluating the HHs detection model with the différparameters but with flows that

keep their same behavior.

Those parameters are:
NHchks [chapter 2.1].

CQTI [chapter 2.1].
N: length of the HHs-List [chapter 2.2].

The NHchks (fumber of consecutive Historical checkslers to the number
of consecutive historical checkisat will be done to the queue during each of tise h
torical check periods. The parame@®TI (Check Queue Time Intervalyill deter-
mine the granularity of checks in time and as alyesaid cannot be less than the
MCQL(maximum crossing queue latenof)the associated queue in order to avoid
over-measuring [section 2.3.7] of the number okpéin the queue in two consecu-

tive historical checks.

As explained in the chapter 2.2.1 at pag, the HHs detection model keeps
a HHs-List that contains according to the counsogeme the first more relevant N
flows during a HCP (Historical Check Period). Thlea is that the flows-IDs of the
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mentioned list should identify the flows that aregnlikely the Heavy Hitters. To 4n
alyze if this mechanism works effectively is keptadle during the execution of all
the simulation that saves at every historical cheekodthe flows in the HHs-List
whereN is the maximum number of flows that can be in istin a certain HCP.

Will be referred to this table from now on as HHs-Table[section3.4.7].

3.4 Mechanism evaluation

3.4.1 The HHs-Table

The HHs-Table is a table that collects differeribimation of some specific
flows during the execution of the simulation, it&pose is to assist in the evaluating
of the mechanism behavior; this table will helpfigure out if the elements of the

HHs-List of flows are effectively the HHSs.

The mentioned table, saves at every HCP the flmords inside the HHs-
List that can be at maximum N. Moreover, it doesandy keeps the flow-ID and the
number of packets that have been seen in the doeeach of the flows in the c-n
secutive checks, but also keeps the actual thraugsfghose flows at every HCP, it
also keeps the mean throughput during the flow ttie length of the queue and the
m-rank and a-rank of the flow (those names wileplained later in sectic3.4.1.)),
it also saves the specific parameter values fdn eathe counting schemes cumt-

lative number of packets, mean packets, etc.

To avoid any confusion, and as a comment to claify doubts, at every
HCP the N flows mentioned can be different; thapedwls in the behavior of the
flows of the network configuration at every HCP.efdfore, is possible that the N
flows in a HCP are completely different to the Nwk in the next HCP, but the idea
is to statistically analyze if those flows are effeely the HHs for the majority of the
HCPs. Moreover, the idea is also to determine whialues of the parameters
(NHchks, CQTI) help to have effectively inside firet N flows the HHSs.
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3.4.1.1 The m-ranks and the a-ranks in the HHs-Takl

Them-rankis a value given to each of the flows in the satioh execution
that indicates which is the position of a flow gspect to others based in their mean
throughputs. Thus the flow with m-rank=1 has thghlbst mean throughput of all the
flows, and the flow with m-rank=4 has the forth lnegt mean throughput of all the
flows. Similarly, thea-rankindicates the relative position of the flow regpecothers

based in instantaneous throughputs taken in thehagking instant of a HCP.

The idea is to express with the m-rank the relepowel of the flows, thus
can be seen the relation between the positioneofitst N flows in the HHs-List and
the m-ranks they have. A flow will be consideredrenpowerfu than another if its

mean throughput is bigger.

As a reduced example of the HHs-Table, can be semmabl3.4.1.. that
shows an instance of some possible values thatl dmutaken at one generic sin-ula
tion for a N=2 and for cumulative counting schem; this table contains some of the

most relevant characteristics observed for the Hbélsles taken during the sim-ila

tions.
Table3.4.1.” HHs-Table example
| nstant of Flow-ID | Cumulative a-thrpt m-Thrpt a-rank | m-rank
HCP () pckts during (kbps) (kbps)
HCP

110.01 1001 15 984 1000 1 2
110.01 1000 13 952 1048 2 1
110.81 1000 16 1064 1048 1 1
110.81 1001 13 998 1004 2 2
510.18 2000 12 900 701 3 4
510.18 4003 5 251 230 11 12

In the present table “a-thrpt” means actual or gmeshroughput of the flow
at the last check of the HCP; “m-thrpt” means treamthroughput of the flow during
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its life. Additionally, the flow-IDs are shown insample numeric way to indicate and
identify easily the group number and type of fladDP/TCP) of an specific flow in
the simulation model. To understand the flow-1Dergb chapte3.1.Z at page47.

What is really wanted to be shown inside the itated table is:
The flows shown in the HHs-Table for a given N, mmt always have the firsts
flow m-ranks, so the 2 flow-IDs of the HHs-List iasthe example, does not ne-:es
sarily means that only the flows ¢ and m-rank will be selected and shown in
the HHs-Table. For instance can be seen that ®HGP time equal to 510.18s,
the two flows selected have m-rank" and 1" and they where chosen because
the number of counted packets for the consecuheels that involves the related
HCP was bigger than for the rest of flows at thatant (remember that for the-ex

ample is used the cumulative counting scheme).

The order in which the flows are shown in the tadileach HCFdoes not nec~s
sarily correspond to the order of their m-ranks. this can be seen the flows at the
HCP time equal to 110.01s, in where the order effliiws shown (order given by
“Cumulative packets during HCP” column) does natassarily coincides with the
order of the m-ranks. Thus as can be seen, thdléive-ID position is taken by the

flow with 2" m-rank.

Those remarks show that the mechanism does noatpavery HCP the
flows with lower m-ranks which are supposed to e iHs, and that flow of*' m-
rank is not necessarily the flow that during a H@B the greater number of acci-mu

lated packets; this could be for some reasons like:

Existence of a flow which is not really a HH but #operiod of time has a reason-
able burstiness to put during one or more conseztiCPs a number packets big

enough that the mechanism will select it for th&HPs.

The flow with * m-rank, has a period of low activity during onenmore consec-u
tive HCP; ergo even though is the flow that hashlghest mean throughput, it
could happen that in some periods of time the nurobg@ackets it sends is less

than the number of packets sent by other flows.
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The CQTl is too long, for instance as long as the ¢ifea HH flow, then the re-a
tion between the number of packets cumulated inctresecutive checks will be

not related enough and the mechanism will simptywark well.

The number N of flows to be shown in the HHs-Tableot big enough to give the

chance to show the real HHs that maybe are ndtosetN flows.

In the presented HHs-Table example was tried tavsivbat was actually
seen during the different executions of the sinmohetnodel. In order to have a gener-
al idea of how the selecting HH mechanism reallyksan some circumstances, and

which options and/or parameters should be modibedake it work better.

In short, the mechanism does not always selecteaity the HHs in the N
flows that have more cumulated packets in the aarise checks associated to a
HCP (for the case of the Cumulative-CS, although dhalysis is the same for the
other counting schemes). Indeed, will be studiedehparameters of the mechanism
as NHchks and CQTI that can help to work in a ety the mechanism as well as

the number N of flows inside the HHs-List.

3.4.2 How the model sees the flows

In order to understand how the HHs mechanism behatgea good idea to
study how the mechanism sees the flows, in othedsvand more specifically: how
are seen the N flows the HHs-Lis at every HCP. For the last scope was used the
HHs-Table with different values of N and used thédjathered to regroup the ir-for

mation in different plots.

For the next graphs generated from one simulati@cwgion was used when
studding the mechanism in the Queuel the next paesmalues: NHchks=3, N=6,
CQTI=MCQL with the Cumulative-Cs unless contraridsa

For those given parameters and CS, will be shownw fa@s the mean
throughput distribution for each of the differembgps of flows in the simulation; be-

ing all distributions gathered in one single plBemember that a group of flows
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refers to the flows generated by one specific ses@for instance a flow of Group5

belongs to the flows generated by the Server5.

In the figure 3.3 is expressed the distributionatifthe groups and flows
mean throughputs during the present simulation @t throughputs taken at the
different historical check periods. In detail, theztical axis represents the Probability
Distribution (named PDF) of the mean throughputead¢h of the groups of flows

taken in each of the HCPs and the horizontal éxasvs the mean throughput values.
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In that figure can be seen that for each of theigsaexists one bar that repre-
sents a range of values that stands outs upontkieeso For instance in the mean
throughputs of the Group2, there is a range bdrrém@esent approximately 44% of
the samples present for that group in the HHs-Talnld its value refers exactly to the
range of throughput that encloses the bit ratéffeltUDP flow of the group2. Similar-
ly the same behavior happens with all of the grpgpsactually with this graph can
help to identified the UDP flows thanks to the cibiod that those stream flows do
not variate their out-coming bit rate as well astide TCP flows(which is actually
right because those are the flows that do not atthemt traffic bit rate to the traffic
congestions and to loss of packets). In this marthese UDP flows are more likely
HHs respect their TCP counterparts at least fofitikand second group that as can

be seen have the higher throughput for their résgegroup.
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Even though the figur3.2 shows the mean throughputs distribution of the
groups of flows and helps to identify the UDP flofsem the UDP in this simulation,
it does not actually shows how is the occurrenceagh of the groups of flows inside
the HHs-Table (or in other words, inside the HHstlduring the HCP) and not even

the individual occurrence of those flows in the saable.

3.4.2.1 Groups occurrence in the HHs-Table

The figure<3.4 and3.E show the occurrence of the groups of flows insiae
HHs-Table; in the case of figure 3the value of N is the same as in the other ¢-raph
ics in this section, N=6; and in the case of figBre the value of N is N=3. In detail
in the horizontal axis is sh the ID of the groups for each of the verticaltidd
bars, and in the vertical axis is shown the vatudtie distribution of those groups-in
side the HHs-Table.

Groups Occurences PDF for NotSHH, N=3

a.5 T T T T T
N=3

Groups Occurences FDF for NotSHH, N=6

0.35 T T T T T
N=6 1

Groups Occurences PIF
=
no
T
1
Groups Occurences PDF
=
(s8]
T
1

0.05 | | | | I 5} 1 1 1 !
o 1 2 3 4 5 3 o 1 2 3 4 S 6

Groups Groups
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Is important to notice that in the figure the bigger proportion of the flows
shown in the HHs-Table belongs to the group2 arapoximately 34%. hat pe-
centage is actually acceptable because having aTlble that shows 6 flows at a
time at each HCP can make that actually in the Hadsle the flows of the group2 -ap
pear more times that the flows of the groupl bezdahe groupl has only 2 flows
while the group2 has 3 flows.
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In the case of figure 3.5 can be confirmed that rttechanism is actually
working in the right direction, this result actyaliive more presence to the groupl
than in the figure 3.4 because N=3 which meansithtite HHs-Table will be shown
only the 3 flows in the HHs-Lisat each HCP. Thus is actually expected that thvesflo
of this group have more presence than the othetseirHHs-Table. Another detail
that the graph says, is that the mechanism is lactndhe right way, for this value of
N the mechanism gives more relevance as expectaedi@creasing manner of the ID
of groups, so the flows of the groupl appears riwae the flows of group2 and this
more than group3 and like this successively; tlousristance is less probable that the

mechanism selects in one of his first two flowse dlow that belongs to the group5.

3.4.2.2 Individual occurrence of the flows in the His-Table:

When is showed the individual occurrence of eaolw fiith respect to all
the flows in the HHs-Table like in the figu3.€, can be really seen the importance
that the mechanism gives to the different flowsddtail on that graph, the plot style
of the plotted ba that represents each flow as well as the vetiizas help to iden-i
fy the different groups; the vertical axis reprdsetime proportion of the number of
times this flows appears in the HHs-Table in respedhe other flows or in other
words, simply their appearance distribution in thEes-Table; the horizontal axis
helps to identify each individual flow. In order be able to read the horizontal axis

refer to sectioi3.2.1.
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Figure 3.6 Per Flow Occurrence

In the figure3.€ can be seen that in the HHs-Table is given mopoitance
to the UDP flow of the groupl then to the TCP o 8ame groupl, which is very
good because this UDP flow is the most powerfulvfia the simulation. A similar
analysis can be repeated for the group2, but forekt of the groups to the UDP flow
is given less relevance; a possible reason for #osild be that for the rest of the
groups, as the UDP flow has not such a high bé& fait their respective channel, the
other TCP of the same group can surpass easilybie throughput because they
have a more bursty bit rate. The characteristitttt@ TCP can be bursty implies that
in some instants of time they can insert more packe the queue than the UDP
counterpart (specially if the UDP has low bit-rat&) the mechanism will give more

relevance to the TCP flows in this case.

Even though the figur3.€ shows which is the importance given to any- par
ticular flow in the HHs-Table for the parameterseatly mentioned, it does not says
how it treats specifically the flows that reallywieaa higher mean throughput; because
in that graphic is not shown in any way the thrqughk of the TCP flows. In order to
see these behavior where assigned m-ranks toaws,flzalue that can be seen also in
the HHs-Table.
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3.4.2.3 The m-ranks distribution

Would be interesting to see how are distributedntheanks [section 3.4.1.1]
in the HHs-Table in order to see if effectivelytire mechanism the N flows inside

the HHs-List are mostly the first N m-ranks.

The figures3.7 and 3.8 both at page € show the distribution and cum-la
tive distribution respectively of the m-ranks iretHHs-Table. The value of N for the
mentioned figures is the same as in the other graph this section, N=. The fi¢-
ures3.¢ and3.1( at page64, show the distribution and cumulative distributi-
spectively of the m-ranks in the HHs-Table for a2. In detail for all those graphics
the horizontal axis gives the number of the m-raakd the vertical axis gives the

value of the distribution or cumulative distributifor the respective case.

M-ranks distribution expectations

In a ideal case in which the detectimechanisr selects only the first N
most relevant flows with the first N m-ranks at leddCP, all the distribution flow
samples taken in the HHs-Table for a given N shoulg show the first N m-ranks.
Hence, the distribution value for those m-rankshim HHs-Table should be 1/N for
each one, then for the rest of the m-ranks (ramkaloie bigger than N) the value of
their distribution will be equal to 0 inside the BiHable. So for instance for a N=6,
the first N m-ranks should have an equal and comwadure of 0.166 or 16.6¢in that
distribution and in the case for N=2 the m-ranksusth have a common distribution
value of 0.5 or 50%.

Another way to look this ideal case can be to labthe cumulative distribu-
tion of the m-ranks in the HHs-Table, then if otig flows with the first N m-ranks
appear in the HHs-Table after the m-rank of valughiduld the value of the cumula-
tive distribution should be 1 or 100%.

In the figures 3.7 and 3.7 is plot a curve ideatifas “ideal” that curve indi-

cates the expectation of the m-ranks for a given N.
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M-ranks distribution results

In the graphs of figure3.7 and3.<, can be seen that for most of the m-ranks
while going in a increasing direction of the m-raasts a decrease in the value of
the distribution.

For the particular case of figure 3.7 in which N#t#&e ' m-rank has a value
in the distribution of approximately 16% which mally good and close to the ideal
expectations because indicates that for the mgjofiHCPs the flow with the1m-
rank is inside the group of the N flows of the HHst. Moreover, the 2 and 3 m-
rank have similar distribution values of around 1é#fich is good, but for the"45"
and @' m-ranks the value in the distribution decreaséstsmtially so the rest of dis-
tribution is then spread from thé& #-rank on. The decrease in the distribution from
the 4" m-rank means that for a N=6 the mechanism worksa#g well in identifying
the flows with the first 3 m-ranks, detecting theiesence in a good part of the HCPs
but has less effectiveness for the flows with theamks 4, 5 and 6.
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For the figure 3.9 which has N=2, can be seenftiiahe *' m-rank is given
approximately 35% of the distribution, fo¥2n-rank approximately 33% and for the
rest of the m-ranks is spread the distributionth@ same figure, theIm-rank ap-
pears considerably less than the ideal 50% of talglition, which indicates that the
mechanism for this N is unable to detect the floihwhe first m-rank in at lest 30%
of the HCPs; that last percentage value becausachtHCP is taken N flow samples
for the HHs-Table, so the number of HCP is appratety N times less than the total
number of flows taken in the HHs-Table during ak tsimulation execution (is said
approximately because not at every HCP exist thi®ws, for instance at the begin-
ning of the simulation).
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What these graphics show that have been seen éodifferent values of N,
is that the mechanism is able to select in mosh@®MHCPs the flows with the firgt
m-ranks. Where L is is such a number that L<N.tlmeowords, the mechanism can
assure for the simulation that the most relevafibws are inside the first N flows
(flow-records) of the HHs-LI. t

In order to complete the information given in tigufes and3.9 where pre-
sented the figures 3.8 and &, that present the cumulative distributions for the

ranks in the HHs-Table for N=6 and Nrespectively.

In particular the figur@3.€ says that approximately 70% of the flows taken in
the HHs-Table with N=6, belong to the first 6 mkanand the figure 3.10 indicates
that approximately 68% of the flows taken in theddFable with N=2 belongs to the
first 2 m-ranks, as already said in an ideal chsg should have for their value of N

already accumulated the 100%.

3.4.2.4 The a-ranks distribution

In the last figures was seen how the mechanismteees-ranks, ranks that
are supposed to be more important than a-ranksubedhaey say in mean which are
the flows that in the mean of the time has the d&idgroughputs. Besides, will be in-
teresting to see what happens with the a-rankshngags at every HCP which are the

flows that have the highest instantaneous throutghpu

The figures3.11 and 3.1 show the distribution of the a-ranks in the HHs-
Table, for the parameter N of value M and N=2respectively. In detail for those
graphics the horizontal axis gives the numbertierranks and the vertical axis gives
the distribution value of the a-ranks in the HH$Ea
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The important remarks for these graphs is that 8teyw that actually the
mechanism works substantially better to detectfiise N a-ranks than to detect the

first N m-ranks.

The figure 3.1 says that for all the its first 6 ranks the daition is closer
of the ideal 16.6¢ than in the case of m-ranland the respective cumulative disti-bu
tion in figure3.1z shows that the first 6 ranks cover approximat@$o9f the flows
taken in the HHs-Table.

Similarly for N=2the figure 3.1 shows that for for the first two a-ranks their

presence is around 40-4 which is much better that in the case of m-ranks the
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cumulative distribution as seen in the figure 3ddthe first two (2) ranks arrives to

an approximate of 87%.

Now comparing the results of the figures fr to 3.1C and from3.11to0 3.14

is possible to recognize that the mechanism kedyedtar track of the a-ranks than of
the m-ranks during the simulation. Better trackt isareally understandable and ex-
pectable, because the delay of each historicalkcimside a HCP is short enough to
detect variation of the flows throughput. In otlesrds, the scan done in the Check-
List in order to fulfill the HHs-List at each HCRes not regard historical aspects for
longer time than for a HCP, which means that a float results to have a bigger ac-
tual throughput than another inside a HCP will barenlikely included in the HHs-
List of the mechanism.

What is wanted to be shown is that the mechanisaisis affected by the
burstiness of the flows. Thence, flows that carthiezonsiderable high bit rates with
respect to the others in small time (shorter th&@#PHr not to much bigger), are se-

lected by the mechanism.

Another remark that was already mentioned is tbattliose flows whose
mean throughputs are not that different (this i dhifference between their mean
throughput is less than the bigger of their stashadeviations), the mechanism will
not be able to distinguish which is really the mpgtverful or the one who has the
highest m-throughput. Besides, the mechanisms ctalyy detect more frequently
the flow that has the highest a-throughput becassaready said it follows better the
a-ranks, and it will oscillate its selection loogifor the flow with lowest a-rank as

the different flows oscillate their a-throughput.

3.4.2.5 M-ranks Vs a-ranks

As has been seen, the mechanism behaves bettetetct the a-ranks than
the m-ranks. The a-ranks can also say the exist@noeavy hitters of short duration,
but is frequent that flows as TCP take high bigsait different instants while there

are adapting to the different condition they argjestt to, and that they are not neces-
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sarily heavy hitters at long term; that's why thedg will be focused from now on

the behavior of the mechanism with the m-ranks.
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The figures3.1t and3.1€ show the distribution of the m-ranks and a-ranks
respectively for each of the groups at the HHs-@ anld the figure 3.. shows the ¢-J

mulative distribution of the a-ranks for each o tiroups during the simulation.
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As can be seen in be seen in figure 3the m-ranks can effectively describe
the original proposed scenario, in where each gtakes the m-ranks they were sup-
posed to. For instance the flows of the first grasphave the higher mean through-
puts they will take in most of the cases the fwgd m-ranks even dough they take in

less proportion the other ranks.
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On the other side the figure 3.16, shows that th&ilblution of the a-ranks
for each of the groups, takes a wider range ofgahkn for the figure 3.15. There-
fore, this kind of rank cannot actually describdlee behavior of the groups at long

term as the m-ranks do, they tent to describe & m@nular behavior.

Besides, as can be seen if the figure 3.17 whiolwstihe cumulative distri-
bution, is possible to distinguish the influencetloé groups using the a-ranks, be-
cause in that figure the cumulative distributiom foe a-rank grows faster for the
groupl than for the group2 and this faster thamgBoand successively. Thus actual-
ly, the a-ranks can also describe the behavidnefjtoups but in a less clear way than

the m-ranks.

3.4.3 Selected HH

From this point on, will be studied which is thehbeior of the mechanism
for detecting what is considered as the principdlikl the simulation, which refers to
the UDP flow with ID 1000 and who is generated by Serverl. Moreover, the in-
tention is to see how far the mechanisms can esdhas unique flow in order to do

some other studies.

As we have already mentioned in the se@3.4.2.%, at each HCP the mecha-
nism does not always selects the flow with the &twe-rank as the first flow in the
HHs-List not even at every HCP; that flow with the lowestank is often inside the
groups of N flows in the HHs-List. Th will be interesting to see how big should be
the N parameter to include as much as possibldlde with the lowest m-rank.
Therefore, in order to include the flow with theviest m-rank will be used the Sel-zct
ed-HH (SHH). TheSedlected-HH simply refers to select from the N flows inside th
HHs-List the flow that have the highest mean thigug. The idea is to see if the -dis
tribution for the Selected-HH shows for the mogt jp& the samples that flow sel-ct

ed refers to the flow with the first m-rank.
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Remember that N is the maximum number of flows kephe HHs-Table in
one HCP, and also represents the maximum numifeoves in the HHs-List at each
HCP.

The figure 3.18 shows the distribution for the mkstaken by the Selected-
HH in each HCP for different values of N (1, 2,63,100). In particular, the value
N=100 simply means N=Nmax or other words N=100 us$ fo represent that the
HHs-List has a length enough to hold all the flowsimply have all of them so the
Selected-HH in this particular case would represiaflow with the lowest rank pos-
sible at each HCP. Consequently, there is not e#iee possible than the showed

for this value of N (equal to 100 in the figurefgait arrives approximately to 99%.
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The figure 3.18 shows also that going in a incregsiirection for N from 1
to 6 is increased substantially the distributioncpatage for the Selected-HH as the
first m-rank. The figure shows also that the inseeaf N from 6 to 100 for the same
rank does not increases its distribution percenitageaccelerated way as for N from
1 to 6; this indicates that in order to ensure thatflow with highest rank is inside
the first N flows of the HHs-List could be necegsawalue for N that does not neces-

sarily need to be bigger than 6.

In the section 3.4.4 will be studied simultaneouslyre parameters in order

to look to different parameter values that can belpptimize this selection.
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The 1° m-rank distribution percentage never arrives to 100% in the SHH

Is approximately 99% the maximum value of HCPs gatage that have the
1 m-rank as the SH and not the 100% in this simulation for N=Nmax,aadirect
consequence of how the code for collecting meaoutitrput and associating ranks

was written.

In the logic of the code, have to pass some numbeonsecutive HCPs for
a flow that has an instantaneous throughput egual(zero), to be able to determine
that its connection has ended and then can bestedstassociated mean throughput
and its associated rank; rank which could stiltheelowest for some of HCPs. More-
over, the first m-rank is still associated to adié#aw during some HCPs if its mean
throughput is bigger that the mean throughput beotlows, and as the mechanism
does not chose any flow who have not had packsiddrthe queue during a HCP that
dead flow will be not selected. The mechanism cadigct the living flow that has
the highest mean throughput but that for some HC#fiow that have the second m-
rank because the first m-rank is taken by the dead

For instance, if the TCP connection with flow-ID0Il0Ohas the lowest m-
rank for some HCPs and then its connection endsyild still keep the highest mean
throughput for some HCPs and its rank could béts# first. Therefore, the Select-
ed-HH in the next HCPs (in which the flow 1001 &ad but still have the first rank
associated) will be the flow whose packets werepsaghnin the last HCP and that has
the highest mean throughput after the dead flow.

Remember that in the simulation each of the TCPeotions have a life
and when they die, another TCP flow with its sach@nd conditions will reborn to

substitute it.

3.4.4 Fidelity for the ' m-rank on the Selected-HH.

Its important to see how the HHs detection mecimatishaves when chang-
ing some of its parameters; this section will beued in studying the ability that the
mechanism has to include in the N flows of the Hlitd-at each HCP the flow with
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the F'm-rank while varying parameters as N, CQTI and hitéc The purpose, is to
determine the best parameter values and conditmnihe mechanism to be able to

determine the flow with highest mean throughput;

In the graphs to be shown in this section, willex@ressed the “Fidelity for
the flow with m-rank=1"; thisfidelity will actually refer to the percentage or prc-oor
tion of HCPs in where the flow with theé' m-rank is included in the N flows of the
HHs-List for different parameters values. In otimards that fidelity will represent
the percentage of HCPs in which the Selected-HHgmshe ' m-rank; percentage
that will oscillate in a value from 0-9¢ for the reasons explained in chaf3.4.3. In
short, the fidelity can be express in the formylavBere thd variables represents the

simulation time.

Fidelity=P{ flowwithm-rank=1 € N flowsof HHs-List Wt} ®)

In the mentioned graphs the paramei@t’‘represents directly the parameter
CQTlI and its presented as a direct multiple ofM€&QL. For instance Dt=3 indicates
that the parameter CQTI is equal to 3 times the MG@Rd Dt=6 indicates that
CQTI=6MCQL.

Lets from now on just simply cdliidelity to the fidelity for the flow with m-
rank=1; in the figures 3.19 and 3.20 is express®d Variates the fideli yvhen vary-
ing the values of the parameters NHchks and N anthp a fix Dt=1. In particular in
the figure 3.20 is plotted by separated the bemafithe mechanism fidelity for each
N when increasing the NHchks parameter, on ther alde in the figure 3.19 is plot-
ted by separated the behavior of the mechanisnhtfider each NHchks when in-
creasing the N parameter. In particular in thi$ ¢aaph N=100 represents the value
of N=Nmax whichis putted to indicate that the HHs-List has a laregiough that can
hold the information of all the flow-records in tkheck-List or in other words for

simplicity has an infinite length.
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The figure3.1¢ says as expected that when using a particulan®tgparti-
ular NHchks and increasing the number of N is iaseel the ability to include in the
N flows of the HHs-List the flow with the first mank. Moreover, this increase is
more relevant for N varying from 1 to 3 than fronvarying from 3 to Nmax (N=10
in figure); this last comment becomes more relevamtn changing the plot switch-
ing to a higher NHchks.

What was wanted to be said is that no matter wiscthe value for the
NHchks or for N the mechanism selects better tbe fivith the ' m-rank when in-
creasing N and NHchks; for the case of N the irswaa more relevant for small val-
ues of N. Therefore, most be done a trade off batvwkeeeping a high number for N

and the memory necessary for it.

The last two figures actually represent two slidéshe figure 3.21 which
represents in 3D the fidelity when are varied tlagameters NHchks and N for a
Dt=1. Remember that the value N=10 actually repress=Nmax.

73



Fidelity, NhhVsNHchkOfSHH, Dt=1

9.99
T J—
Fidelity S —
1 B.9@ --------
- .80 ——m
%:g [ 0.60
0.7 F 9.30
9.6
2.5 -
@.4 o 16
0.3 A 3
o.1 /7 S NHchk
G g *
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The figure 3.2(says analogously that for a fix value of Dt andw\ien ir-
creasing the NHchks (number of historical checkgpcreased the ability to include
the first m-rank flows inside the N flows of the BHHist. Additionally, that increase
is not as fast after the NHchks are bigger th and that is not as relevant increase

when having a N=6 for any value of the NHchks, as also seen in gra3.1¢.

For a fix Dt and N values, increasing the NHchks tiee advantages that the
gueues is checked and info of the flows taken caimulated in a bigger number of
consecutive times. Accordingly, increasing the Nkfcparametehas the advantage
that the mechanism can be more effective to détectlows mean throughput rank
and hidp to keep in count the behavior of the flows; bais as drawback that the

HHs-Lisi can arrive to multiply its size when increasing NMHchks.

Another aspect is that if the NHchks is too bigg thCP becomes too long
and the mechanism takes so much time to give sesponse about what it shows as

HHs. Hence, a trade-off must be done between tharaage of having the best fi-
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delity, the time to give response, the memory t® aisd processing power needed to
handle the Check-List and the HHs-List.

In the figure3.2z is expressed how variates the fidelity when havheg N
parameter fixed and equal to 3 and are switchedegafor the NHchks parameter in
different plots in the same figure, additionallylés the parameter Dt to be increased
from values 1 to 8 for all those plots. Furtherm@s®can be seen for each of the plots
of NHchks, the fidelity tends to keep constant @hwwot so much variation and the
increase in fidelity comes when switching to a plwt has a bigger NHchk. Thus,
can be said that the increase of Dt for a same k$land N does not makes any im-
portant improvements on the selection of the finstank and varying Dt gives non

important variations for the fidelity.
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In the figure 3.2:is expressed how variates the fidelity when hatirgpa-
rameter NHchk fixed and equal to 2, switching valoéthe parameter N in different
plots in the same graph and letting the parametéo De increased from values 0.5 to

8 for all those ploi.s

For the same figure, lets focus on a subrangeet#tues of Dt the range
that goes from 1 to 8; for that range as in thargg3.22 the variation of Dt does not
represents an important increase in the fidelitygast when comparing with the fig-

ures in where N and NHchks are variated).

An important remark on the Dt value is that it slkdooot be considerably

bigger than the MCQL for two principal reasons: if@st of the flows of short life
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duration will be undetected, which is not bad bt arrives to be many minutes the
mechanism will only take count of those flows ofwéong duration but keeping a
bad track for them, so simply the mechanism will work well; (b) while the values

of Dt and NHchks grows, the time that the mechartiskes to give response of the

flows behavior grows also.

3.4.5 The effect of over measuring in the fidelity

In the figure 3.23 the particular value for Dt eli@a0.5 which is in the hori-
zontal axis, indicates that the consecutive hisabrchecks are done in half of the
time in which the queue can serve all the packetsvere completely loaded, in oth-
er words CQTI=0.5MCQL. Relation that could introdyaroblems like recounting a
same packet in two consecutive historical checks thoing over-measuring of the
packets.

In order to see what could happen in that case Wief.5, was plotted the
fidelity and as can be seen in figure 3.23 fordHierent plots when changing the val-
ue of N, the fidelity value is not necessarily @rtmony with the fidelity given in the
range from 1 to 8 for Dt. Thus for instance for fiet that has N=3 when Dt passes
from 0.5 to 1 the fidelity decreases for then vagyin a less abrupt way for the subse-

guents values of Dt.

3.4.6 The mean m-rank

The mean m-ran refers to the mean of the m-rarin time obtained in all

the HCPs during the simulation execution for a givalue of N inside the HH-List.
This meat helps to evaluate how good is the mechanism ieraw@l group the first

flow-records that represent the first N more refévflows (in terms of mean throu-jh
put).
The idealmean m-ran (in time) will always increase when increasing bhe

parameter, because this means that more flows régN)asen into the HHs-Table at

each HCP, so obviously when N is increasecmean m-ran will also be increased.
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If for instance the mechanism could select pregiatlevery HCP the first N flows
with the first N m-ranks there will be obtained idealmean m-ran that can be seen
in the table3.4.6...

Table3.4.6.. Idealmean m-ranks

Mean m-rank
1
15
2
3.5

Zizli _ X+1

2

X|lojlw|INn|rF—]|Z

The figures 3.24 and 3.25 show the variation oftlean m-rankvhen vary-
ing the parameters N, NHchk and letting a fix valoeDt; this last parameter was
not variated because its variation as has beentsfere does not affects so much the
behavior of the mechanism. In particular in figBr24 exists a different plot for each
value of NHchk and in the horizontal axis is ince@ the value for N, on the other
side in the figure 3.25 there is a different plmt €ach value of N and in the horizon-
tal axis is increased the value for NHchk. As aadafor graph3.25 the range of val-
ues for N from 7 to 10 are not precise, becausevdiee N=10 represents the value

N=Nmax and the values of mean m-rank for N=7, are not real.
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Figure 3.24 Mean m-rank varying NHchk Vs N Figure 3.25 Mean m-rank varying N Vs NHchk

In the figure 3.24, can be seen as expected thahwitreasing the value of
N for a plot with fix value of NHchk and Dt theean m-ranlgets increased. In par-
ticular themean m-rankalue that gets closer to its ideal in this gregfiers to the the
plot that has NHchk=6 in where for instance wher8Xkemean m-ranks around a

value of 3 which is not that far from its ideal 2 @n be see in the same table.

In the figure 3.25, can be seen thatnimean m-rankor a fix value of N and
Dt gets closer to the ideal when increasing theevalf NHchk. Lets focus in the val-
ues of themean m-rankvhen NHchk=10 and see the ideal values of m-rémksach
N in the table 3.4.6.1; for the plot with N=3 tltkeeal mean m-rank should be 2 and it
in the graphic is around 3, this makes for thedpits the minor difference “1” be-
tween the mean m-rank reached and the ideal (éooter values of N, N=1 this dif-
ference is around 1.2 and for N=6 the differencar@und 1.5). Therefore, the best
conditions are reached for N=3. To better undedstard easily see this analysis will

be introduced the conceptatcuracyin the section 3.4.7.

What can be said from the figures, is that incregas¢ihe NHchks parameter,
reduces thenean m-rankand for the simulation the best values are giv@nN=3
with a high number of NHchks. Besides, must be raber that the increases of the
NHchks parameter will affect the time of respontéhe mechanism when it grows,
as well as the number of flows to handle in the Hk4$, thus so most be done a trade

off with these criterias.
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3.4.7 Accuracy Vs Fidelity

Even though thenean m-rankhelps to get an intuition of how good is the
mechanism in order to group the first N more reté\flows, is still needed another
metric that can directly express this ability, dhdt is what will be called the accura-
cy. Thus theaccuracy express directly the ability of the mechanism rtoug in the N
flow-records of the HHs-List the first N more retat flows, it is express as: the
mean m-rank obtained for a given minus the idealmean m-rankfor a given N

and/or simply:

Accuracy=m-rank— Idealm—rank; foragivenN ©)

Traditionally when using the word accuracy, is nféssumed that the higher
the accuracyalue is the better the better accuracy is reachedfdsuthis case the

smallest the accuraspalueis the better accuracy is reached.

Keeping the fidelity athe ability that the mechanism has to include # it
first N flows at each HCP the flow with the firstmank [refer to formule8 at page
72]. Will be expressed the relation between the amuand fidelity; the general idea
is to have the best fidelity with the best accuracyn other words the less accuracy

value possible.

In the figure 3.26 can be seen the relation acgtiidelity when is being in-
creased the value of NHchk for a same value of dN[2i) for it look at the arrow that
shows the increasing direction for NHchk and/omnidg the different plotted points
that indicate different values for NHchk; in thereafigure is also remembered that

the smallest the accuracy value is the best acgisayot.

In the same graph, the relation accuracy-fideligtsgits best value for
NHchk=10, notice that increasing the NHchk is bemafto both the accuracy and fi-
delity, the principal cost that most be taken ictinsideration is that increasing
NHchk increases the response time of the HH mesha@is well as the maximum
length of the Check-List.
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Figure 3.27 Accuracy Vs Fidelity varying N

In the figure 3.27 can be seen on the other siole, ik the relation accuracy-
fidelity when increasing the value for N and leftifix the NHchk and Dt; for it look
at the arrow that shows the increasing directianNolIn the figure, is showed that
while N grows the fidelity is enhanced but not resegily does the accuracy, so a
trade-off should be done for the best value of emmuversus fidelity, that in this case

the best choice is for N=3.

3.5 Cumulative, Mean and Vector counting schemes.

All the figures shown in the previous sections o tchapter where created
as previously said using the Cumulative-CS, theqgpal reason is that this counting

scheme is the simplest and the best of the CS®gedpas will be seen.

In order to avoid to compare all the previous feguwith the ones generated
with the Mean-CS will be only shown one figure thmatolves the most relevant char-
acteristics of the behavior of Mean-Cs and thatloameasily compared with those of
the Cumulative-CS.
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The figure 3.28 draws the accuracy Vs the fidedityained when using the
Mean-CS and increasing N, this figure should bepamed with the figure 3.27 (page
80) that also draws the accuracy Vs fidelity in slene conditions but for the Cumu-
lative-CS. In the mentioned figures the behaviothefrelation accuracy-fidelity is es-
sentially the same: while N grows the fidelity ihanced but not necessarily does the
accuracy which initially gets better for small veduof N but gets worse when N tends

to grow.

The important issue to notice and that says treChmulative-CS behaves
better than the Mean-CS is that for all the valfed the accuracy and also the fideli-
ty have better performance for the Cumulative-G# ttor the Mean-CS as can be no-
tice in the figures 3.27 and 3.28. For instancehenfigure 3.27 for N=6 the fidelity is
approximately 0.95 and the accuracy is approxima&el, while in the figure 3.28 for
N=6 the fidelity is approximately 0.9 and the a@ayris approximately 6.

Another reason for not to chose the Mean-CS isithatas a higher com-
plexity than the Cumulative-CS thus it needs todtafioating point numbers and the
number of fields used in the flow-records is gredtan for the Cumulative-CS,
therefore more memory, time and/or processing pasveeeded in order to evidence
the HHSs.
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By another side the Vector-CS, was not selectadlagsalready discussed in
the section 2.2.3, thus the model that is wantdzetased looks to be implemented in
some fast element of a network as a router, andeiag any detail monitoring as the
Vector-CS can do, so the objective is to reducentieenory, processing power and
time to detect the HHs as much as possible butcthisiting scheme needs more of

such resources than the other CSs.
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Conclusions

The metric fidelity indicates how good is the matkes in order to identify
the most relevant of the Heavy Hitters flows, bypther side the metric accuracy indi-

cates how good is the mechanism to detect theNiggincipal heavy hitters.

Overall, the study showed that increasing the Nhghkmber of historical
checks) parameter increases the fidelity and imgsdlie accuracy, but must be taken
into consideration that increasing the NHchks fofix@d time interval between

checks (CQT]I) increases the system detection time.

Also, increasing the N (HHs-List length) parametemproves the fidelity but
the accuracy tends to be affected when N growghanassue is that while N is big-
ger is needed more memory for the HHs-List and nscems need to be done to the
Check-List, therefore the time to find the mosevaint flows grows (the relevance is
given to the flows based in their mean throughputs)

Another result got is that the variation of the G@ives not relevant varia-
tions in the mechanism performance, must also leatb that the time interval
should be equal or bigger to the time that the queeeds to get empty when it is
completely loaded (MCQL), otherwise there is ttsi that over-measuring of packets
is done. By another side the CQTI should not beldag because it affects the mech-
anism responsiveness in order to show the mostaneidlows; additionally if CQTI
is too long many short life flows will not be deted which is actuality not bad but

long life flows will not be necessarily well trackétheir evolution).

We have evidenced that the mechanism can folloavhetter way the instan-

taneous variations of throughput that variationthefmean throughput.

The Mean-CS showed that its ability to select thasthelevant flows was
not better than the offered by the Cumulative-Clser€&fore as the memory, process-
ing power and complexity needed for the Mean-CS mase than for the Cumula-
tive-CS, was therefore left in a second plane theamACS; the same analysis was
done for the Vector-CS.
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The mechanism does not counts every packet thasesadhe queue because
the queue is not in every check completely loaded the time interval between
checks can be bigger that the time the queue rieagit empty when it is completely
loaded, thats what essentially makes the mechanadoie, because it is not necessary

to check every packet that cross the queue aneveot to detect all the flows.

An interesting future direction of the current waids in the use of advance
statistical learning techniques, such as SuppocdtoreMachines (SVM), to be cou-

pled to the current HH detection mechanism.

For instance, a possible use would be to feed a 3¥Wthlthe output of the
HH detection mechanism (the HHs-List for each HORhe attempt to infer the flow

throughput from the information available from th#éerent counting schemes.
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Glossary

Check-List: indexed list of data-records wherekbg is the flow-ID, it is used in the
HHs detection mechanism and is updated at eaabricsst check inside a HCP , it
holds the relevant information of the flows detdcie the queue in those checks

according to the counting scheme.

Data-Packet: refers to a self contained indepeneletitly of data composed basically
by two logical entities, the header or Protocol aninformation PCl and the
payload the first entity contains the information thahacaake that the packet can
be transmitted in a packet switched network andséuend entity refers to the real

message to be transmitted. [10]

Data-record or Record: is a data structure thabls to ensembles the information of

different types of data.
Datagram: Synonym of data packet usually usedarRprotocol terminology.
DS Code Point, DS Field

Flow: In this context a flow represents a unidi@tél stream of packets between a
specific source and destination, each defined metavork-layer address and a

transport-layer source and destination number.

Flow-set: refers to a group of flows that are bdaige into consideration at some net-

work node or link.

False Positive: in a system or mechanism thatles abidentify if some entity or ob-
ject represent represents a positive or negatiteeViar the system it self, a false
positive will represent that entity which real valis false for the system, but the

system fails and recognizes it as an entity withitpe value.

False Negative: Is the opposite of a false positeein an entity which real value is
positive for a given system, but the system faild eecognizes it as an entity with

false value.
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Group of Consecutive Checks: refers to all theohisal checks that are consecutive
and that in the time between them the memory astatio the historical checks is

not erased. This concept is used only in the ptes@riext.

Hash : represents the action of mapping some olfgtehg or concatenation of
strings and numbers) by using a Hash function, amather string/number normal-

ly smaller in length that is able to identify soot&racteristic of that object.

HHs-List: list of data-records of maximum lengthual to N (fix natural number)
that is of type sorted; this list is used in thet laistorical check of an HCP. In this
list is saved the information of the most relevidmivs according to the CS during

a HCP in form of data record.

Historical Check: makes reference to the momemnwhich is done the checking of
the queue for the HHs mechanism, in other wordsritbment in where are count
the packets for a given flow inside the queue amrumulating then that informa-

tion in the Check-List

Historical Checks Period (HCP): is the period ofdiin which is erased the memory
and informion accumulated on the consecutive hisibichecks, it encloses the
time in which a group of consecutive checks hauvstemce. This concept is used

only in the present context.

Maximum Crossing Queue Latency (MCQL): is the titaken for a packet of maxi-
mum segment size (MSS) from the moment of its ali the moment it leaves
completely the queue, been this queue such that Wieepacket arrives it is fully
loaded and all the packets are of MSS length, $® tihe last packet and all the

packets are served with a First In First Out (FIEEheme.
Misbehaving Flows: refers to those flows that exceir stipulation bandwidth lim-
its.

MPLS: A packet switching protocol developed by WB&F that adds a 32-bit label to
each packet to improve network efficiency and tabda routers to direct packets

along predefined routes in accordance with theirequuality of service. Routers
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make forwarding decisions based purely on the costef the label. This simpli-
fies the work done by the router, leading to ameéase in speed [Reference Dictio-

nary.com.

NHchks: refers to the number of consecutive histbicheckghat are done to some
gueue during its historical checks period. Thiscemt is used only in the present

context.

Per Hop Behavior (PHB): is the externally obsergatdrwarding behavior and/or
treatment that is done to the packets belonging RHB class inside a DiffServ

network architecture.

Policer: is a device that it's at the provider safea network which ensures that the
traffic stream generated by the user is insiddithigs of some traffic profile other-

wise some action can be taken like dropping packtus belongs to the stream.

Shaper: is a device usually in the side of the getimgy traffic element, that is able to
“shape” the generated stream of data alteringaesgary its temporal characteris-

tics trying to make it into compliance with somaftic profile.
Socket: Refers to the combination of an IP addaesisa port number.

Throughput: is the quantity of transmitted datatpae unit that is passing over a link
or passing over some network node, its measuringisiroften bits per second
(bits/s).

Trade-off: can be thought as balancing, it imphedecision to be made in order to
lose one quality or aspect of something in ret@mgiining another quality or as-
pect having a full comprehension of both the upsidé downside of a particular

choice.

Latency: in the present context refers to the tiha¢ takes for a packet to cross a net-
work, or if specified the time that takes for a ketcto cross some portion the net-

work.
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APPENDIX A
[Guide for installation and general use of the DropailQueueExplorable queue-
type in the Omnetpp Network Simulator]
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Guide for installation and general use for the
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Author:
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A.1 Guide Presentation

In the present guide will be explained how to iIRSBMNETPP and INET, will also
be explained how to integrate non-native INET filesINET, and finally will be
explained the fields used in the novel queue-typor fINET:
DropTailQueueExplorable (DTQE) as well as the otfpids given by this queue-

type.

The mentioned novel queue-type could be used fetamte in the Heavy-Hitters
detection, could be also used for determining tbevd-throughput that cross that
gueue, and the Output given by that type of quewddcalso be used in Super Vector
Machines for forward uses.

An important remark is that you must already nowvhio build your Omnetpp
simulations as well as with the INET integratedorder to well use the DTQE
module. You should also understand how and wherssirt the parameters of this
modules for instance in the INI files. Thus if yalon't now how to use Omnetpp you
can read its manual which can be found at:
http://www.omnetpp.org/doc/manual/usman.html or yaur doc/ folder in your
Omnetpp installation folder.
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A.2 Installing Omnetpp

In this section are given installation instructfon Omnetpp in Linux from the source
files.

The programs TCL-TK, and BLT should be installed avorking (i.e. to try tcl use

thetclsh command and to try tk use tiwesh command). Then the Omnetpp program
can be installed:

0. Copy the omnetpp archive to the directory wiyerewant to install it
(usually your home directory). Extract the archisgeng the command:
tar zxvf omnetpp.tgz

1. Add the corresponding lines (with the right ades) to your startup file (example
for: .bashrc):

export PATH=$PATH:/home/mcardena/simulator/omned@binor where the
bin directory of omnetpp is

export
LD LIBRARY_ PATH=3$LD_ LIBRARY_PATH:/home/mcardena/simator/om
netpp-3.3/lib or where the Ld library is.
export TCL_LIBRARY=/usr/local/lib/tcl8.4 or where the tcl lib is
Note: remember do not add spaces between equalities.

2. restart the shell (close and restart the shiadlew or logout and login again).

3. executeonfigure comand adding the directories of TCL and TK fauk, ie:
Jconfigure  --with-tcl=’lhome/mcardena/simulatotdl. 14/unix/build  --with-
tk=/home/mcardena/simulator/tk8.4.14/unix/buildf with the directories of TCL
and TK for linux

Note: if any advise is given after executing thenfigure command (for
instance when setting the TCL_LIBRARY environmentatiable to another path),
take it into consideration and apply it.

4. use thanake command: make

(omnetpp is then installed.)
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You should now test all samples and check theycaurectly. As an example,
the dyna example is started by entering the follgi@ommands:

cd /omnetppHomeDirectory/samples/dyna
Jdyna

A.2.1 Omnetpp-Notes

The commanddpp_makemake -h'dffers a small help for the command, these is the
same for many linux commands, that like this onestd have any man “manual

page”.

In the case you use don't use sh-like shells thatad accept thexport command, a
similar command to use could Is®tenv,otherwise look at the command that allows
to make available the environmental variables as®litiin the start-up file as in the
example given.

example of use of setenv: “setenv TCL_LIBRARY /lasral/lib/tcl8.4"
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A.2.2 Installing INET
In this section are given installation instruction INET:

1. Make sure you OMNeT++ installation works. (trg.running the samples)
2. Change to the INET directory and edit the ineficpfile

to make sure it contains the right settings. 'Y puobably

need to adjust the environmental variable RO®3oimething like this:

ROOT=/home/michaeilito2/installOmnetpp/INET-200600&r the directory
in where omnetpp was installed

3. Type "./makemake" to create the makefiles ambthnetppconfig file.
4. Type "make" to build everything.
5. Add INET/bin directory to the LD_LIBRARY_PATH.

6. If you modify INET and add/remove/rename direet®, you'll need to modify
"makemakefiles”, and go to step 4.

That should be it.

Finally, try running the demo simulations. Chang® iExamples/ and type
"./rundemo”.

A.2.3 INET-Notes

The most general makefile of INET is in its ./binedtory.

INET is just a omnetpp simulation project like atiier that you can create manually,
but that has many directories and files. For uging enough to create the ned and ini
files that will say how the network is configured.

Because INET is a program like any other writtenomnetpp, it has just one
executable files, which is called INET and is lechin the /bin directory of Inet, i.e.:
/home/mcardena/simulator/INET-20061020/BWE T

So a program should call him and must have thatesddi.e.:
/home/mcardena/simulator/INET-20061020/bin/INET $*
# $* indicates ALL the parameters passed will beluded, this is a SHELL
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instruction.

Is advisable then, to add the INET executable addi@ one executable file in order
to easily run INET and use the ini files createsilga
For instance:
1. Add the next line to a file named “manualExeblgaxe”:
SINET_HOME/bIin/INET $* # where INET_HOME is an
environmental variable that contains the HOME-PAGTHINET.
2. run INET with your ini file like this:
/manualExecutable.exe -f mylniFile.ini

A good thing about omnetpp is that ned files caendye loaded dinamically, so its no
necessary its automatic compilation with nedtool.

Modify INET files is like modifying the source fideof any omnetpp program.

The advantage/disadvantage is , the INET is alreadypiled, so any modification
could result in re-making all INET; But that's necessary because omnetpp allows

dynamic loading, so the new files are dynamicatiynpiled, thus it is not necessary
the compilation of all the INET.
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A.3 Integrating new files in INET

To create simulations based on modifications of TNE simply adding new files that
should be integrated with the INET files (for insta the simulations using the file
DropTailQueueExplorable.cc) must be created dynarsi@ared libraries that
OMNETPP/INET can use, thus everything will be lohdgnamically.

Therefore must be done the next steps:

1- Go to file omnetppHOME/configure.user and add the next line:
LDFLAGS="-WI,-export-dynamic"

2- type and rur/configure
3- type and rumake #like this is recompiled omnetpp

4. Add the next line (with the right addressesydar startup file (ie. .bashrc)
export INET_HOME=///The path of your INET home////

4.1Then logout and login to the shell.

5. Go to the directory in where the files you wemintegrate are, (for instance: in our
case the directory where is found the file queuédtaple.cc and
run_when_changing_pc.exe)

6. Execute the file run_when_changing_pc.exe, lit génerate the objects files and
the shared library, in particulathe shared-library (*.so) will have the same nanfie o
your present directory

Jrun_when_changing_pc.exe

If running that file throws errors or if you do nbave that file at all, you
should run then the next commands manually:

6.1rm *.0 *.so

6.20pp_makemake -s -f -N -dlirl -1dir2 -letc
# where the directories dirl, dir2.... are theecories in where can
be found the *.h files used in INET, make surertclude all of those
directories otherwise the program could not work.
As a general note, this command generates the toajet shared
libraries as well as the Makefile. In particulae tehare library will
have the same name of your directory, and it actatesithe existent
addresses of all the *.h files of INET, like thisyanew file (*.cc *.h)
can include the *.h files of INET (using #includeithout the need of
writing a complete PATH.
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6.3 do the make commanthake

7 Now you are ready to run your simulation. Makeedinat your ini file contain the
lines :oad-libs=...” and “preload-ned-files=..” see the section A.3.1 for more
details about those lines.

Thus Run your INET with your ini file as normal. ybu want see INET NOTES
section for more detalils.

Note: if you modify the *.cc *. h files you need tto a make command every time
you modify themmake.

A.3.1 Mandatory contents for INI files

There are some mandatory contents that any *laiHiat makes reference to an non-
native integrated file in INET (i.e. DropTailQueugHorable.cc) should have. Those
are the next two lines:

load-libs="mylib"
#where mylib is the name of the shared library te@aNote: when
running therun_when_changing_pc.exxecutable file, the name of
your shared library will be the same name of yaesent directory.

preload-ned-files = ./MyNed1.ned /MYned2.ned @/INE-
HOME/nedfiles.Ist

# where the nedfiles.Ist file is a file normally found in the
INET_HOME directory that contains the list of *.nddes used by
INET by default, andMyNedl.ned MyNed2.nedare simply ned files
in your present directory that you want to makeemefice to. That
particular line allows the pre-load of the neddikbat will be used in
simulation
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A.4 Necessary files for simulating with the DTQE fanily files

In this section are introduced mandatory and nondatory files needed in order to
be able to use the queueType “DropTailQueueExpletab

Mandatory files:

queueExplorable.h

queueExplorable.cc

DropTailQueueExplorable.h

DropTailQueueExplorable.cc

DropTailQueueExplorable.ned

manualExecutable.ex@ executable file that includes the path to the INET
executable.

ok wNE

Mandatory files but that can be different in eaichudation:
1. testQueueExplorable.neat file that have the ned configuration for your
simulation.
2. testQueueExplorable.ior INI file to be used in the simulation.

Not mandatory but recommendable file:
1. run_when_changing_pc.exe
# file that erases the old *.so *.o files and exesuhe opp_makemake -s
-f -N -Idir1 -Idir2 -letc command, which generatesw object and shared
libraries as well as the Makefile. In order to makis file work correctly,
the environmental variable INET_HOME must be set.
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A.5 Parameters to be set in INI files when using DQE queue-type

First of all, must be remember that tBeopTailQueueExplorable (DTQERMIly
files where created to generate a type of queueish@ompatible and usable in any
INET module that uses the standard INET queue-types

So simply use in the INI files this new queue-tyix@ any other but just with the
parameters to be introduced and explained next.

Must also be said that as tbeopTailQueueExplorabldiles are non-native INET
files, they must be integrated in INET, follow insttion in section A.3 in order to
integrate them. Moreover all the INI files that ube DropTailQueueExplorable
gueue-Type must include the lines explained iniged.3.1

Parameters:

gueueType= "DropTailQueueExplorable".
#that is the value that specifies this queueTypkenwusing it all the other
parameters to be explained can be used.

frameCapacity= refers to the maximum queue length, after it paekets will be
dropped.

HCP= refers to Historical Checks Period, is the perindwhich are done all the
historical checks, and the information of the issaccumulated and scan to
then print the HHs-List in the HHs-Tables

append_SVMtablesOfDiffSimulations is for appending the HHs-Tables of
consecutive simulations, executed one after theroffor instance could be
used when doing different RUNS (same simulationusing different seed
for the Random Number Generator).

If value = 0, means that is not append the HHs- & abth old ones; this is, if there
is a old HHs-TABLE with the same name of a New @neill be erased
and created the new one.

If value = 1, means that the new HHs-Tables wilkppended with the new ones;
this is, if a new HHs-table to be generated has#ime name of an old one,
it will simply continue writing the values in thédoHHs-table file.

NOTE: the HHs-TABLES are simply appended, the tiara all other values
restarted when new simulation are done, the obgdf this appending is
to have more statistics for a same scenario, singking at it with
different values.
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NHH: indicates the maximum length of records printedhie HHs-Table that is has
not the Selected flow in a certain time instant anthe maximum length

NHchks: indicates the number of times that will be dore Kfistorical Checks to the
gueue inside the internal_throuput_time_intervdle Beparation of those
checks is simply given by: HCP/NHchks

sortingType: Specifies the way the flows are sorted and/omtag is given relevance
to the flows. With other words, it specifies whishthe parameter gotten
from the flows that decides which flow is more imjamt than other and
should take a relevant position, the relevancavierngby higher value, so
the flows with higher values of the selected patemeill be the most
relevants.

The sorting types are:

actNumPkg_inQueue

oldNumPkg_inQueue

actNumPkg_inQueue + oldNumPkg_inQueue

hist_pkts_mean

hist_pkts_mean — hist_pkts_stdDev

hist_pkts_sum

meanFlowThrpt

actFlowThrouput

ONogah~WNE

For instance the sortingType=6 that refers to themeterhist_pkts sumgives
relevance to the flow with higher value for thatgraeter, so a flow with
hist_pkts_sum=6 will be more important than another flow with
hist_pkts_sum=5.

In the case the value of that parameter is the $ame/o flows the relevance then
will be given in the next order (using this othergmeters to compare):
actNumPkg_inQueue, actFlowThrouput,
oldNumPkg_inQueue,.oldFlowThrouput.

Example of what could be written in a INI file thages this queueType:

i.e.

Network.Router.ppp[0].queueType = "DropTailQueuelbrgble”

Network.Router.ppp[0].sortingType=1 #is usedtNaenPkg_inQueue as
sortingType

Network.Router.ppp[0].NHchks=3

Network.Router.ppp[0].NHH=2

Network.Router.ppp[0].frameCapacity=100

Network.Router.ppp[0].HCP= 0.08192
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Network.Router.ppp[0].append_SVMtablesOfDiffSimuas= 0

A.5.1 HHs-Table Fields

In this section are introduced the fields that banfound in the output of the HHs-
Tables which is the name given to the output fitEserated when using the
DropTailQueueExplorable queue-type. First of alll we introduced the concept of
rank that will be used by the fields and then teil§ will be explained.

rank: is the relative position of a certain flowspect to the other flows following
some relevance, the relevance is given to the flotus have biggemeanFlowThrpt
in the case for thmeanThRanknd biggeactFlowThrptin the case chctFIThRank
The value of rank=1 is given to the most relevdotwvfaccording to the way the
relevance was given.

IdSourceP: refers to the source port of the flow. It is a eated field that initially
was used to Identify the flows in the case theydiadifferent source ports.

simTime: refers to the actual simulation time, in wheredata showed in the present
line for the present flow was generated. Or in ptherds the instant of time in where
was end the actual HCP.

actPcksQueue:is the number of packets sampled for a given fiowhe last queue
check of the present HCP.

oldPkgsQueue:is the number of packets sampled for a given filowhe last queue
check of the last HCP (the HCP before the presea}.o

actFlowThrpt: is the throughput of the present flow when cragsihe queue
calculated only during the present HCP.

oldFlowThrpt: is the throughput of the present flow when cragsihe queue
calculated only during the last HCP.

meanFlowThrpt: is the mean throughput of the present flow wherssing the
gueue, calculated from its detected existence lgn dqueue) till the end of the
simulation or only during the life of that flow. @h option depends on the
isResetOfFlowMeanThr_enable parameter. Thus if that
isResetOfFlowMeanThr_enabige enabled (=1) the mean throughput of the flow is
calculated from its creation till the moment flowa$ not sends more packets during
a minFlowDeathTimeOutthus if the flow sends packets again after treiod of
time the meanFlowThrptwill start again to be calculated. If the sameapaster
(isResetOfFlowMeanThr_enabls disabled (=0), theneanFlowThrpfor the flow is
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calculated from its creation till the end of themalation.

n: represents the sample number used to calculatmeéhaFlowThrpfor each flow,

it gets incremented by one unit every HCP. AsrtteanFlowThrpits value depends
in the  isResetOfFlowMeanThr_enable parameter. Thus if that
isResetOfFlowMeanThr_enakkenabled (=1) the number of the sample grows fro
the moment of the flow creation till the momentwilaoes not sends more packets
during aminFlowDeathTimeOuthus if the flow sends packets again after tleaiogl

of time the sample number (n) will start again frar(is reset). If the same parameter
(isResetOfFlowMeanThr_enables disabled (=0), théhe sample number (rigpr the
flow is gets incremented from its creation till teied of the simulation.

meanThRank: is the rank given to the flow according tomganFlowThrpt
actFIThRank: is the rank given to the flow according toaistFlowThrpt
actQueuelength is the length of the queue in the last checlhefdgresent HCP.
oldQueuelLength is the length of the queue in the last checkheflast HCP.

actvinQFINmbr : indicates the number of flows present in the gueuthe last check
of the present HCP.

totalThrpt : represents the total throughput that incomebkeajueue in the last check
of the present HCP.

histPksMearn represents the mean of the packets for a givem dluring the present

HCP from the first check (inside this HCP) in wheras detected till the end of the
present HCP. The mean is calculated taking as ssntpe total number of packets
for each of the checks involved.

histPksStdDev represents the standar deviation of the packatsafgiven flow
during the present HCP from the first check (indliie HCP) in where was detected
till the end of the present HCP. The StdDev is aked taking as samples the total
number of packets for each of the checks involved.

histCtr: is used for the histPksMean and histPv, represt@ current number of
samples in where that mean is calculated. In ofwds the number of historical
checks in the last HCP that where used to calcthatdistPksMean and histPv

histPv: is the pseudo-variance of the packets for a gileem during the present HCP
from the first check (inside this HCP) in where vdasected till the end of the present
HCP. The histPv is calculated taking as samplesata¢ number of packets for each
of the checks involved.
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histPksSum:is the cumulative of the packets sampled in eaelckcinside a HCP for
a given flow.

flowlD: refers to the fifth-tuple that identifies the flowhis is IP source address, IP
destination Adress, Source Port, Destination PBrtransport protocol type. As note
the IP transport protocol type (=6) refers to aPTibw and the (=17) refers to an
UDP flow. An example of the fifth-tupla is : 10.0100000@10.0.0.6:11000@17

A.5.2 DTQE simulations OUTPUT

There are three two types of output tBeopTailQueueExplarablequeue-type
generates, one is in the files omnetpp.sca andttiex are HHs-Tables generated.

Case of omnetpp.sca

Will be output some scalars that indicates charmsties of the
DropTailQueueExplarablgueue-type. The name of those scalars indicagettlirthe
property they are making reference to:

_period_drops_mean
_period_drops_variance
_period_drops_StandardDeviation
_period_drops_min

_period_drops_max
_medium_queue_length_mean
_medium_queue_length_variance
_medium_queue_length_StandardDeviation
_medium_queue_length_min
_medium_queue_length_max

Note: the wordperiodin the above scalars refers to Historical CheckodgHCP).

Other scalars, common in all the queue-types (Notnly o in
DropTailQueueExplorable):
"packets received by queue”
"packets dropped by queue”
"packets received by queue”
"packets dropped by queue”
"packets received by queue”
"packets dropped by queue”
"packets received by queue”
"packets dropped by queue”
"packets received by queue”
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Case of HHs-Tables
There are three types of output for HHs-Tables

gueueHistoric: this prints at each simulation HCP at maximumftretd NHH flows
that are the most relevant according togbeingType

gueueHistoric_Selected_ MAX_ACTFlowThr. this prints at each simulation HCP
the flow that has the maximuactFlowThrptfrom the firstNHH flows that are the
most relevant according to tkertingType

gueueHistoric_Selected_ MAX_MEANTthrp: this prints at each simulation HCP the
flow that has the maximumctFlowThrptfrom the firstNHH flows that are the most
relevant according to theortingType

An example of the file output name could be:
IP_TCP_UDP_Network.RouterVector[0].ppp[5].queueHisbric_ HH=6.dat

That file name indicates that the DropTailQueueBrsgitle (DTQE) used is
found in the network “IP_TCP_UDP_Network” insidesthouter “RouterVector[0]”
in the network interface “ppp[5]” and that uses\#$H the value of 6 (six) and that
in its contents is printed the at each HCP at maxinthe firstNHH flows that are the
most relevant according to tkertingType
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A.6 Switch Interface between Tkenv & Cmdenv in INET

Sometimes is convenient to deactivate the graptieface (Tkenv) of Omnetpp in
order to make run your simulations smoothly andefa®r when what you care is to
obtain the output of a simulation and forget alibetgraphic interface. There's when
becomes important to have a simple command linerfate like the offerd by
Cmdenv.

In order to swithc your interface you must do tleatrsteps:
1- INET has to be already installed and workingeuetly.

2- Go to the $SINET-HOME/bin/ directory and modifyet “Makefile” uncommenting
the cmdenv and commenting the tkenv like the nexttle contrary if its your
interest):

USERIF_LIBS=$(CMDENV_LIBS)

#USERIF_LIBS=$(TKENV_LIBS)

3- Save the file and Type: make

So then will be recompiled INET and created the TN&xecutable that will run now
in Cmdenv mode, so all the simulation of INET as tlis executable they will be
directly in Cmdenv.

To return to Tkenv just do the contrary, in comnemtand uncommenting and
remember to do a “make”.
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APPENDIX B
[Resumen en espaiiol]

Miguel Angel Cardenas Araujo

PROPUESTA Y ESTUDIO SIMULATIVO DE UN NUEVO MECANISK2 PARA
LA DETECCION DE FLUJOS HEAVY HITTERS.

Tutor Académico: Andrea Bianco. Tutor de Pasantias:Dario Rossi. Tesis.
Caracas. U.C.V. Facultad de Ingenieria. Escuela déngenieria Eléctrica.
Ingeniero Electricista. Opcién: Comunicaciones. Instucion: Ecole Nationale
Supérieure des Télécommunications. 2008. 92h+anexos

Palabras Claves Heavy Hitter (HH); Colas; Simulacion de Redes de
Telecomunicaciones; Esquemas de conteo.

Resumen. En la presente tesis es propuesto un nuevo metamen tres (3)
variaciones (esquemas de conteo) usados paradeciet de flujos “Heavy Hitters”
(flujos cuya carga en un conjunto de flujos es malgvante). El mecanismo ha de ser
aplicado en las colas de salida de los routersngiste en evidenciar cada cierto
intervalo de tiempo (llamado HCP) lo flujos quengélsmo considera como HHs
aplicando un esquema de conteo; estos esquemasglydkcumulativo, (2) Medio,
(3) Vector. Al interno de un HCP se realizan un efmfijo de controles a la cola, los
cuales estan separados por otro intervalo de tiefpocada control se cuenta el
numero de paquetes para cada flujo en la colasglaeiona esa informacion con la de
los otros controles aplicando el debido esquemacaideo; es de notar que la
informacion acumulada sola ha una duracion de uR.HEL mecanismo es evaluado
en un escenario simulado donde existen flujos TP con una variedad dst
rates En particular se denota la atencion al esquemmalativo el cual en estudios
hechos demostré ser el mas eficiente en el usa gheeimoria asi como el mas rapido.
En particular, se llegd a la conclusion que al auareel numero el numero de
controles en la cola mejora la seleccién de los idbtsel mecanismo, pero que el
incremento del intervalo de tiempo entre los mismastroles no ofrece una mejora
considerable en la seleccion. Fueron comparadosemgdtados obtenidos por los
diferentes esquemas, y se notd que el esquema ktiwmuofrecia una mejor
deteccién de los flujos HH
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